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Abstract
Software security has become a crucial component of any
software system in today’s market. However, the development of secure software is still a maturing process. Software
architecture (SA) assessment methods have gained increasing attention in recent years. Most of these evaluation techniques are scenario-based, and thus depend heavily on the
quality of the scenarios selected for their evaluation. In this
paper, we present a systematic approach for the generation
of coherent security scenarios for software architecture that
can be used during a scenario-based security assessment.
Our approach effectively incorporates security requirements,
patterns and threats into a concrete security scenario. The
work in this paper is part of on-going research to define a
scenario-based security assessment methodology for SA.
Keywords Security Scenario, Architectural Scenario, Security Architecture.

1.

Introduction

Intuitively, designing software with security in mind will
produce a more secure architectural design and eventually
more secure software. Yet, it is still unclear how to conduct
and evaluate this process. It is well-known that software
architecture is best used to model and outline the system
structures and their inter-components [1, 2]. A good architectural design is one that is able to perform certain tasks
(i.e. functionalities) and exhibit certain properties (e.g. security) [1]. Quality attributes of a software system such as
modifiability, portability, maintainability and usability, have
matured more than security. Many of these attributes can
be assessed during the design phase using scenario-based
software architecture analysis methods. It has also been
acknowledged that a good scenario-based architectural assessment depends mainly on good scenarios [2].
In this context, we believe that the vital security properties of a software architecture can be assessed similarly.
In fact, assessing the architecture of a software system to
discover the level of support that it provides for security is

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies
are not made or distributed for profit or commercial advantage and
that copies bear this notice and the full citation on the first page. To
copy otherwise, to republish, to post on servers or to redistribute to
lists, requires prior specific permission and/or a fee.
CCS 09 November 9–13, 2009, Chicago, Illinois, USA.
Copyright c ACM 2009. . . $10.00

extremely important; not only to help ensure that the stakeholder requirements (e.g: security objectives) have been met,
but also -and more importantly- to reveal any hidden security design flaws that may be overlooked.
Nevertheless, dealing with security, because of its nature,
is different from dealing with any other quality attributes.
Our approach generates a set of security-oriented scenarios that address three critical factors: the stakeholder’s requirements (the security objective), the potential threats (the
problem) and patterns (the solution). By doing so, we can
address representative scenarios in the security profile as
a three-element tuple {requirement, threat, patterns}. The
security scenario presented in this paper is based on these
three factors.

2.

Security Scenario

In a scenario-based assessment, a set of scenarios is developed that conveys the actual meaning of the requirement.
These scenarios are organized into a profile. The profile can
then be used to evaluate the software architecture. Security
scenarios describe the permitted, and hence not permitted,
architectural security exposure of the system. The scenariobased assessment directly depends on the scenario profile
defined for the quality attribute to be assessed. The effectiveness of the technique largely depends on the accuracy of
the representative scenarios comprising the profile [1].
Swiderski et al. [3] suggests that threat profiles developed during threat modeling ought to be used during architectural design and coding. Threats are well defined and
classified according to the STRIDE model [3]. However, it
is not clear how an architect would make use of the threat
profile as an assessment instrument. Moreover, there is little
existing research regarding the way that a given software architecture deals with a threat that is not mitigated and, as
a result, becomes a vulnerability that can be compromised
by an attacker.
On the other hand, neither security requirements nor
abuse cases that can be used as a way of explaining security requirements are sufficient to construct a security
scenario; this is because the term ‘abuse case’ in its basic
sense describes an abnormal (malicious) usage of system
functionalities. In other words, it describes a threat to the
system in the context of a functional requirement. Even in
cases where security requirements have been defined using a
sound methodology (such as the one described in [4], which
provides a better way to define and measure security requirements), depending on the security requirements alone

the end the design decision depends on the stakeholders’
understanding of different trade-offs. This traceability
aids in reaching that level of understanding.
• The threat: is a description of the threat to the system

in which it explicitly (directly) violates the requirement
or implicitly (indirectly) leads to a violation. The threat
must be imported from the threat profile [3] and not
artificially created.
• The precondition: is the description of possible system

constraint(s) that cause the security scenario to occur.
• The behavior : is the behavior required of the system

when a particular scenario is encountered. Note that it is
important to focus exclusively on security and avoid describing the system behavior from other quality-attribute
perspectives (e.g. performance).
• The patterns: the set of patterns that should be incor-

porated in order to mitigate the corresponding threat
and safeguard the required behavior. Selecting the right
pattern is not an easy task, particularly because different catalogs may contain similar patterns that are given
different names. However, one can make use of well organized repositories such as [5, 6] and possibly the mitigation strategy documented during the threat modeling.
Figure 1. Generating Security Scenario
to assess the security of software architecture is problematic.
In this context, Rozanski et al. [1] define a quality-based
scenario that can be used to capture concerns about different
quality attributes. This quality-based scenario is general and
hence can be used to identify most of the quality attributes.
However, the fact that it doesn’t address the potential
threats to the system makes it less useful in describing
security concerns. Thus, we believe a more useful security
scenario is one that increases the architect’s awareness and
explicitly addresses threats to the security of the system.
In the following section we will propose a more systematic
approach to the generation of security scenarios.

3.

Our Approach

As we described earlier, security scenarios are indeed appropriate to describe the required security support of software
architecture. In order to generate a coherent security scenario an architect needs to closely consider the concurrent
security engineering activities; namely, threat modeling and
security requirements. Figure 1 depicts the construction dynamics of instantiating a security scenario template.
The template consists of five elements: the three elements
of the security scenario tuple described earlier plus two more
elements: precondition and behavior. It is also important
to note that only the three-element tuples {requirement,
threat, patterns} are needed to create the security profile
and carry out the assessment process, the precondition and
behavior elements have been added to satisfy the completeness of the scenario template.
• The requirement: is the specific security requirement

[4] that describes the required security property of the
system. It is important to be able to trace a security
scenario back to its constituent requirement because in

Clearly, in some cases the same patterns will be referenced
in multiple scenarios (e.g. the Authenticator pattern [6]).
In other cases, multiple patterns may be identified in a single
scenario because these patterns complement each other. For
example consider a scenario where one requirement is secure
logging. In this scenario the selected patterns would normally
include both the Audit Interceptor [5] and the Secure
Logger [5, 6] patterns.

4.

Conclusion and Future Work

We presented a systematic method to generate security scenarios based on security patterns and threats. Also, we have
shown how our approach can be easily used to carry out the
process of generating scenarios automatically. Currently we
are developing a proof of concept example to demonstrate
the advantages gained by using our scenario-based architectural assessment of software security. The findings of our
experiments along with our assessment methodology will be
published in a future paper.
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