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Abstract—Significant research into the feasibility of keystroke
dynamics as a potential biometric authentication method has
taken place since the advent of computers. The studies have
progressed from examining typing patterns on desktop keyboards
using statistical pattern classifiers to mobile keyboards using
neural networks as a pattern classifier. The studies do not have a
unifying method of comparing results, which limits comparison
between the methods presented. Without the ability to compare
studies within research areas, future study is limited in its ability
to provide important modifications to the work in question. This
paper reviews a representative subset of the current research
in keystroke dynamics, and provides recommendations on the
potential direction of future work in this area. This will provide
a set of guidelines that can be followed by researchers intending
to do further work in the area of keystroke dynamics.

I. I NTRODUCTION
Authentication serves two primary purposes. The first is to
correctly identify those users who are authorized to access a
resource such as a web page or database and to deny access
to those who are not correctly identified. The second is to
reassure the user that the resource is, in fact, protected from
access by unauthorized users. The latter purpose is subtle, but
its loss can result in a systematic loss of security when users
attempt to ease the burden that typical authentication methods
place on them by reusing passwords, writing them down, or
using simple, easy to break passwords. It is the insufficient
level of security provided by passwords [1] that has fueled
the search for alternative forms of authentication. As we
become increasingly dependent on computers for accessing
potentially private or sensitive information, the need for a
more secure authentication method becomes clear. In recent
years, mobile devices such as PDAs and smartphones have
grown in popularity, which has led to a rich set of tools that
allow us to access this same private or sensitive information
on our mobile devices as well as from our desktop and
laptop computers [2]. Personal Identification Numbers (PINs)
suffer from the same flaws as do passwords [3]. A need for
improved authentication methods exists on a wide range of
devices, from servers that store personal information, desktop
and laptop computers, as well as mobile devices that are used
to access information on demand.
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Authentication methods fall into three categories: something
you know, something you have, and something you are [4,
p.28–32]. Passwords and PINs fall into the first category, since
they are something that is memorized and provided at the
correct time in order to prove your identity and subsequently
to access the resource in question. Something you have can
take many forms, all of which are collectively called tokens.
Examples of tokens include ATM cards, smartcards, and the
keys to your car. Tokens are often used in conjunction with
something you know; for example, ATM cards are used with
a corresponding PIN. The third category, something you are,
is known as biometrics and can be further divided into two
types. Physiological biometrics include those characteristics
of the human body that can be used to uniquely identify
someone. Examples include facial recognition, fingerprints,
and retinal scanning [5]. Behavioral biometrics use a person’s
actions or habits to uniquely distinguish them from others.
Examples of behavioral biometrics include paper-and-pen
signatures [6, p.10], use patterns for devices [7], [8], and
keystroke dynamics [9], [10]. This area of research grew
from the limitations that traditional physiological biometric
methods have: high cost for users to enroll, the requirement
for sophisticated (and often expensive) equipment, lack of
support for remote access. As such, it is a widely researched
area with great potential as mobile devices allow us to
access an increasing number of resources quickly and easily.
However, even the best research may be overlooked if there
is no way to determine whether it has made a significant
improvement over previous work.
This paper consolidates the research that has been done to
date in the area of keystroke dynamics, which is identifying
users based on their typing patterns. The purpose is to
examine the methods used, to explore their successes and
failures, and to provide a list of recommendations for future
work in the area. The research presented here has varied
greatly on many levels; significant differences exist in the
keystroke attributes used to identify a particular user, in the
various pattern matching algorithms used, and the types of
error measurement methods employed. Without a unified
way of comparing the results of studies in this area, it is
likely that this potentially powerful authentication method
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will simply be overlooked because the differences between
the studies makes comparing the results a near-impossible
task. Future researchers will be better able to guide their
work accordingly if a standard set of research practices is
suggested and followed. Furthermore, if such guidelines were
applicable to other areas of behavioral biometrics, it would
allow comparisons between them that would have benefits
throughout other research areas. This paper is intended to
provide such recommendations as a first step towards the
growth of behavioral biometrics research.
The next section will discuss keystroke dynamics in
general to provide a basis for comparisons given in
Section III. Section IV will outline the recommendations
for further research in this area, and Section V provides a
summary of this paper.
II. BACKGROUND C ONCEPTS
The research into keystroke dynamics as an authentication
method relies on developing a technique that is robust,
inexpensive, and has the potential to be transparent to
the user. It was researched as early as 1975 [11] and has
been the subject of several patents [12]–[14]. Its feasibility
has been examined on desktop computers [15]–[17], web
applications [18], and mobile devices such as smartphones
and PDAs [10], [19]. Keystroke dynamics are not expected
to be unique to each individual since there are likely to be
similarities between individuals’ typing style, particularly on
mobile devices, but it is known to be sufficiently different
between users to be useful as a method of verifying a user’s
identity, as is evidenced by the low error rates seen in the
studies summarized in Section III. In essence, keystroke
dynamics has the potential to be used as an authenticator but
is not powerful enough to be used as an identifier.

user will be denied access to the protected resource. As such,
the FRR represents an annoyance to the user since being
falsely rejected simply means that the user will have to make
another attempt to authenticate. FAR represents an intruder
who has been granted access to the protected resource, which
is a much more significant problem, and thus FAR must
be significantly lower than FRR. The acceptable values for
FAR and FRR are variable and depend on the sensitivity of
the protected resource. The European Standard for Access
Control (EN-50133) states that FRR should be less than 1%
and FAR should be less than 0.001% for commercially viable
authentication systems [20]. There is a distinct trade-off
between FAR and FRR — a low FAR in combination with
a high FRR represents a high-security environment that is
not likely to be accepted by users since they are likely to
experience a significant number of re-authentication requests.
The opposite environment has a high FAR and a low FRR
and represents a low-security environment since it has the
potential for accepting many unauthorized users, but rarely
requires an authorized user to re-authenticate. In theory, it is
possible to achieve a 0% FAR and FRR simultaneously. In
practice, however but in practice it is not likely since their
relationship is linked: as one rate increases, the other rate
tends to decrease [21].
The relationship between FAR and FRR has been described
as mutually exclusive since it is impossible to both reject
and accept an authentication attempt [21], [22]. While such
a statement is clearly true, care must be taken when using
such a description for these two related error rates. FAR and
FRR also share an inverse relationship - it should not be
assumed from the use of the term “mutually exclusive” that no
relationship exists between the error rates. The proof of such
a relationship lies in the definition of Equal Error Rate (EER).

The following sections describe the background information
needed to meaningfully discuss the results of the studies
highlighted in this paper. Section II-A defines the common
error rates used in biometrics research; Section II-B describes
the two different styles of text entry used. Section II-C and
Section II-D outline the measurements used and the ways of
using the measurements to match a typing sample to that of a
particular user.

False Accept Rate (FAR)

Rate (%)

False Reject Rate (FRR)

Equal Error Rate (EER)

A. Error Rates
The main concept behind using keystroke dynamics as an
authenticator is to detect the unique patterns that exist when
a user types on a keyboard. These patterns can be recognized
in many different ways, including statistical classifiers and
neural networks. The results of the classification (and thus the
performance of the classifier) can be measured using two error
rates: the False Accept Rate (FAR) and False Reject Rate
(FRR). FAR expresses the likelihood that an unauthorized
user (i.e., an impostor) will be granted access to the protected
resource, and FRR represents the likelihood that an authorized
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Fig. 1. Relationship between False Accept Rate, False Reject Rate, and
Equal Error Rate. Adapted from [23].

While FAR and FRR are valuable metrics for assessing the
quality of the biometric system, they do not provide a suitable
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measure when comparing two or more systems. A commonly
used performance measure for such comparisons is EER,
which is defined as the point at which the graphs representing
FAR and FRR cross (see Figure 1). Essentially, the study or
method with the lowest EER is the most accurate in terms
of minimizing both the chance that an unauthorized user
gains system access and also the chance that an authorized
user will be refused access. While biometrics research has
used EER for many years [5] it has only been in the last
few years that keystroke dynamics researchers have begun to
use it as a comparison method for study results. This makes
it difficult to compare the results of these studies meaningfully.

desktop and laptop keyboards, but recent studies have shown
that key hold-time is not a discriminating feature on mobile
keyboards with thumb-based input [25]. Other metrics have
been used in the studies examined in this paper, but, as shown
in Section III-A, most of the alternatives are either unusable
or are just different wordings of the two standard metrics
discussed above.
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B. Static Versus Dynamic Text Entry
The current keystroke dynamics studies choose either static
or dynamic text entry as a basis for comparing a typing
pattern to a pattern captured during enrollment. Static text
entry requires the user to type a pre-defined text string such
as their username and password and compares the keystroke
patterns to those gathered at enrollment using the same
pre-defined string. Dynamic text entry allows the user to
type any text they wish, with authentication taking place by
comparing pattern similarities of commonly typed letters.
The studies included in this paper show that authentication
based on static text entry are significantly easier to implement
and provide much more acceptable error rates. Dynamic
text entry is a much better approximation of real-world
situations, however, and allows the authentication based on
keystroke dynamics to take place in a transparent manner,
which increases the likelihood of general user acceptance.
As a third alternative, Gunetti and Picardi [24] challenge
the standard definition of “dynamic” text entry, stating that
most studies perform pseudo-dynamic text entry at best. In
their opinion, true dynamic text entry (what they call free
text) means that the text entered should not be constrained
in any way, including allowing the user to choose what text
they wish to enter as well as allowing errors, pauses, and
other breaks in the flow of text entry. While it is clear that
this method more closely mimics typical text entry, and thus
the results of the study are more likely to mimic the results
given in a real-world environment, the standard definition of
dynamic text entry is more common in the literature, and will
be used throughout this paper.
C. Metrics
The standard metrics that are used in keystroke dynamics
research are inter-key latency and key hold-time. The former
is a measure of the amount of time between when a key
is released and the subsequent key is pressed. The latter is
a measure of the amount of time between when a key is
pressed and when the same key is released. The relationship
between these metrics can be seen in Figure 2. Both metrics
are common in studies that examine keystroke dynamics on
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Fig. 2. Relationship between key hold-time and inter-key latency for the
digraph “th”.

D. Classification Methods
There are several standard classification methods used in
keystroke dynamics research. The historical favorite has been
pattern classifiers, which are a form of statistical classifier.
Commonly used statistical classifiers found in the literature
to date include Bayes (including naive Bayes), Mahalanobis
distance [10], Hamming distance, Euclidean distance, etc.
More recently, studies have begun to use neural networks
as a pattern classification method. Common neural network
approaches include Feed Forward Multilayered Perceptron
Networks (with and without back propagation) [25], Radial
Base Function Networks and Generalized Regression
Networks. It has been noted by Clarke et al. that neural
networks are a superior pattern classification method, but
that mobile devices (circa 2007) lack the computing power
necessary to employ a neural network in situations where
the processing is done on the device itself. This means that
either statistical methods must be used in mobile device
studies, or sample processing and matching must be done on
a separate computer that has more resources available. It will
be interesting to note whether future studies will attempt to
study whether more current mobile devices have sufficient
resources to employ neural network-based pattern classifiers,
given the ever-increasing memory and resources available on
mobile devices.
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III. L ITERATURE R EVIEW
A. Desktop and Laptop Keyboards
Keystroke dynamics studies on desktop and laptop
computers have been plentiful since its inception by Spillane
in 1975 [11]. The studies differ in duration, number of
participants, metrics, and reported error rates, although some
comparisons can still be made between the results of the
various studies. Table I contains a summary of the main
studies performed on desktop and laptop computers. Note that
the table is not meant to be exhaustive; instead it contains
a representative cross-section of the work to date. Where
the Keyboard Type is “Not specified”, it is assumed that the
study was on a desktop or a laptop computer rather than a
mobile keyboard, since studies that use mobile keyboards are
generally very explicit in stating what type of keyboard was
used. Furthermore, there is no distinction between studies
such as Monrose and Rubin (2000) [17] that allowed the
user to perform typing on their own keyboard as opposed
to studies such as Bleha et. al. [16] who required users to
type on one particular keyboard in a controlled environment.
While this distinction is important if the study results are to
be used in a real-world application, controlling the keyboard
type does not necessarily affect the study’s reported results
and thus no distinction is necessary.
The results shown in the table seem to be promising,
although it is difficult to choose the “best” results because
comparisons between studies are difficult since none of them
have reported an Equal Error Rate. In fact, it must be noted
that the high error rate percentages seen in the two studies
by Monrose and Rubin [17], [29] are due to the fact that
they reported what they called Correct Identification Rate.
The paper does not relate this rate to the more common
FRR and FAR, thus these studies are difficult to compare
to those that use the standard measures. Furthermore, there
are notable differences in the methods used to calculate
FAR and FRR between studies; caution must be used when
judging the results reported. For instance, Obaidat and
Sadoun [30] report a 0% FAR and a 0% FRR, which is
not likely in practice since they are inversely related values.
Reporting such results suggests a significant problem with the
study, as well as with other studies such as Leggett et al. [28].
In these studies, each of the people involved in the study
was enrolled as a legitimate user of the system in question,
and also performed the role of an impostor. The impostors
were given the passwords for the legitimate users and
attempted to gain access to the system using them. As such,
the impostor’s typing patterns were used as training data
since each impostor was also a legitimate user. When they
played the role of the impostor, the pattern match was to their
own legitimate typing pattern, which clearly would not match
that of the legitimate user they were trying to imitate. Thus,
the system would report a non-matching pattern and disallow
access to this impostor. This is notably different from the

desired result, which is that the impostor’s typing pattern is
not in the system already, and the impostor is denied access
based on the fact that their (unknown) typing pattern does
not match the legitimate user’s. This fundamental flaw in the
study’s design essentially renders useless any results reported.
In a real-life authentication system, the typing patterns of the
potential impostor would not be known to the authentication
system.
The four dynamic text studies report very good results,
particularly Gunetti and Picardi [24] and Ahmed et al. [32].
Both of these studies show a less than 0.005% FAR (0.0152%
in the latter case) and a less than 5% FRR, but the tradeoff
is that these methods typically require the user to type
several times more characters than the studies that used
static text entry comparisons. Gunetti and Picardi required
users to type up to 547 characters before they could be
authenticated [24], compared to just four strings (first name,
last name, username, and password) in Joyce and Gupta’s
study. The authors reported an average of 24.1 characters
total required to authenticate the users [27] - while still
reporting similar FAR and FRR rates to Gunetti and Picardi.
The good FRR and FAR rates for the static studies supports
the idea that using well-known, easy to type, and frequently
typed strings give the best results for FAR and FRR - this
suggests that using static strings produces better results than
using dynamic strings or free text while keeping the number
of characters (and thus the level of user frustration) to a
minimum. Essentially, there is significant support in the
reported results to make a case for continuing the use of
static text rather than dynamic, even though dynamic would
be preferred in order to increase the transparency (and thus
convenience) to the user, which is a stated goal in most of
the studies examined here.
Comparisons can also be made between studies that
use statistical versus neural network approaches to pattern
matching. In general, neural networks tend to produce better
results than statistical methods, as can be seen from the data
in Table I, although neural networks are highly variable since
the number of layers and the number of neurons per layer
have a linear relationship with the quality of the results.
As the number of layers and neurons increases, so does
the complexity of the network and thus the amount of time
required to process results. There is a point at which more
neurons and layers have a diminishing effect on FAR and
FRR, although this has not yet been reported in any of the
studies examined here. Also, neural networks have a very
high retraining cost - each time a user is added, the network
must be retrained, which also increases the amount of
processing power required to use these methods. So, despite
the somewhat lower quality results seen when using statistical
methods, there are still areas where using a statistical pattern
matching algorithm may be superior, such as when available
processing power is limited. Despite reporting very good
results, none of the studies have met both requirements of the
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TABLE I
C HRONOLOGICAL REVIEW OF LITERATURE IN DESKTOP AND LAPTOP KEYSTROKE DYNAMICS . N OTE THAT FOR THE SAKE OF BREVITY THE ERROR
PERCENTAGES SHOWN ARE THE LOWEST REPORTED WHEN THE STUDY USED MORE THAN ONE CLASSIFICATION METHOD .
Study

Type

Keyboard
Style

Umphress &
Williams (1985) [26]
Bleha et. al.
(1990) [16]
Joyce & Gupta
(1990) [27]
Leggett et al.
(1991) [28]
Monrose & Rubin
(1997) [29]
Obaidat & Sadoun
(1997) [30]
Cho et al.
(2000) [18]
Haidar et al.
(2000) [31]
Monrose & Rubin
(2000) [17]
Araujo et al.
(2005) [9]
Gunetti& Picardi
(2005) [24]
Ahmed et al.
(2008) [32]

Static, dynamic

Desktop

Static

Desktop

Static

Desktop

Static, dynamic

Desktop

Dynamic

Desktop

Static

Desktop

Static

Desktop

Static
Static
Static
Free (dynamic)
Free (dynamic)

Not specified
Not specified
Desktop,
laptop
Desktop,
laptop
Desktop

Classifier

Metrics
InterKey

"
"
"
"
"
"
"
"
"
"
"
"

Hold
Time

Study Size

Other

"
"
"
"
"
"

"
"

Error Rates
FAR

FRR

EER

Statistical

17

6%

12%

–

Statistical

32

0.5%

3.1%

–

Statistical

33

0.25%

6.67%

–

Statistical

17

5.8%

11.7%

–

Statistical

31†

Neural network,
statistical

15

0%

0%

–

Neural network

25

1%

0%

–

Neural network,
statistical, fuzzy

–

6%

2%

–

Statistical

63

Statistical

30

1.89%

1.45%

–

Statistical
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<0.005%

<5%

–

Neural network

22

0.0152%

4.82%

–

84.6%*

92.14%*

* The authors call this error rate “Correct Identification Rate” and do not distinguish it from FAR, FRR, and ERR.
†This number was reduced from 42 due to timing errors

European Standard for Access Control levels of FAR of less
than 0.001% and FRR of less than 1%, with the exception of
Obaidat and Sadoun, whose results are somewhat suspect.
Another way the studies varied is in the number of people
included. Gunetti and Picardi’s study included 205 people
– by far the largest reported here. A closer look at their
study reveals that only 40 people were used as authenticated
users, while the remaining 165 were unauthorized and were
used to attempt to be incorrectly seen as authorized users.
When considered in this light, the size of the study is similar
to the other studies in Table I. The smallest study in this
list is 15 people. In some cases, such as with Haidar et
al. [31] the study size was not reported at all, which makes
it impossible to compare the results of this study to those
of any other, since study size has a significant impact on
reported results [22]. In the majority of the work presented
here, the study participants not only performed the role of
authorized users, but also of unauthorized users when they
attempted to spoof the typing patterns of the others. Such
a practice can cause problems if used incorrectly, as noted
previously in this paper.
Finally, the studies can be compared in terms of the metrics
used to uniquely identify users. Most of the studies use the

inter-key latency, which is the measure of the time between
when a key is released and the subsequent key is pressed.
Many of the studies, beginning with Obaidat and Sadoun in
1997 [30], also used key hold time - the measure of the time
between when a single key is pressed and released - with good
results. In fact, the combination of hold time and inter-key
latency provides significantly better results than using just
one of the two. In the case of Araujo et al. [9] the authors
state that they have used a novel combination of metrics
to produce their low error rates, when in actuality they are
simply rebranding the typical inter-key latency and hold time.
In their paper, they state that they use Down-Down Time (a
measure of the time interval between successive keystrokes),
Up-Down Time (some feature of keyboard latency - assumed
to be the amount of time between a key being released and
the subsequent one being pressed), and Down-Up Time (the
time interval that a key is pressed). Down-Down Time is the
combination of Up-Down and Down-Up times, which are
the inter-key latency and the hold-time, respectively. Thus,
while they claim to innovate by combining new metrics,
Araujo et al. have renamed the standard metrics used in the
other studies. Their low error rates can be attributed to an
adaptation mechanism that is applied after every successful
authentication. It is used to continually update the user’s
typing pattern in order to limit the effects of normal variances
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in typing patterns for the same purpose.
B. Mobile Devices
While the desktop and laptop keyboard studies have
enjoyed a relatively long history of prior research, keystroke
dynamics studies on mobile keyboards are relatively new.
The first known study of this type was by Clarke et al. in
2002 [21], and as mobile devices become more and more
powerful, further studies try to take advantage of the idea of
a transparent authentication mechanism by further studying
the applicability of keystroke dynamics to mobile devices.
There are three main types of mobile keyboards: numeric, in
which the user must successively press a number key in order
to get a different letter; thumb-based, such as the QWERTY
keyboard on a Blackberry device, and soft keyboards such
as those on an iPhone. The range of keyboards gives a hint
as to the types of devices that are considered “mobile”;
they include standard mobile phones, PDAs, as well as
smartphones. The majority of the studies in Table II were
performed on numeric keyboards, with a few of the studies
using thumb-based keyboards. Few studies into the feasibility
of keystroke dynamics on a soft keyboard have yet been seen.
Similar comparisons to those made in the previous
section on desktop and laptop keyboards can be made when
examining the results of mobile keyboard studies. The most
striking thing to note is that, with the exception of Campisi
et al., all of the studies used neural networks as the pattern
matching classifier, which is the likely reason for the high
14.46% error rate seen in that study. All of these studies
performed data analysis and pattern matching outwith of the
mobile device. The only study to note that the large amount
of processing required to effectively use a neural network
exceeded the capacity of the mobile device was Buchoux
and Clarke in 2008 [10]. It would be interesting to determine
whether the latest generation of smartphones now have the
necessary processing power to make neural networks viable.
If so, then processing the pattern matching on the device itself
will make keystroke dynamics a viable, if partial, solution
to the problem of remotely authenticating a user within the
device itself rather than depending on outside sources that
may or may not be available at the time authentication must
take place.

keystroke dynamics a viable authentication tool for mobile
devices. New metrics such as finger pressure and unique
combinations of keystroke latencies such as those suggested
by Saevanee and Bhattarakosol [33] and Zahid et al. [34]
must be created. Their study had the lowest EER at 9%,
although it must be noted that it also had the smallest study
size at just 10 people, which is likely a limiting factor as well.
The outcome of these studies shows that it is more
difficult to uniquely identify a user who is typing on a
mobile keyboard. The analysis of this is difficult because a
mobile keyboard is smaller and forces the user to adopt a
rigid set of movements in order to type, which makes their
typing patterns variable and discontinuous [34]. Many of the
researchers noted that no one authentication method should
be used as the only method of verifying a user’s identity [6],
[21] since the current methods are, as yet, too error-prone and
the typing patterns of mobile users are not distinct enough.
If new methods can be innovated to uniquely identify a
user, it is entirely likely that the promise of a transparent,
user-friendly method of identifying users on mobile devices
is within reach. Furthermore, combining this potentially
powerful method of authentication with other methods such
as voice pattern matching and use patterns will strengthen the
proposed authentication method, especially when compared
to current knowledge-based mechanisms.

IV. R ECOMMENDATIONS
Examination of the relevant studies brings to light the
following recommendations for future research in the area of
keystroke dynamics, particularly as it applies to authentication
of users on mobile devices.

Most of the studies in the table used a combination of
inter-key latency and hold time, despite the conclusions of
Karatzouni and Clarke in [25] that hold time is not a viable
metric for mobile devices due to the unique tactile interface
provided by a thumb-based keyboard, although they state
that further study is necessary to conclusively prove this. The
relatively high EER values for the studies seems to support
this conclusion. Given that the three main types of mobile
keyboard are distinct within themselves as well as when
compared to laptop and desktop keyboards, it is unlikely
that standard metrics used to date will be sufficient to make
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1) Use the high-quality results seen with neural network
pattern classification whenever possible. Statistical
classifiers, while less computationally intensive, do not
provide a strong enough level of pattern classification
to support the needs of authentication systems.
2) At a minimum, calculate and report EER , FRR, and
FAR for all studies in order to provide a metric for
comparisons of past and future work in this area. Other
error rates may also be reported for completeness or
to show improvements in specific areas. In addition,
always report study size.
3) Do not use the same study participants as both
authorized and unauthorized users. This leads to
significant differences in reported error rates, and
does not adequately mimic a real-life unauthorized
authentication attempt since in a real-life attempt it is
unlikely the impostor’s typing pattern will be known to
the system.

TABLE II
C HRONOLOGICAL REVIEW OF LITERATURE IN MOBILE DEVICE KEYSTROKE DYNAMICS .
Study

Type

Keyboard
Style
InterKey

Clarke et. al., 2002
[21]
Clarke & Furnell,
2007 [19]
Karatzouni & Clarke,
2007 [25]
Buchoux & Clarke,
2008 [10]
Saevanee &
Bhattarakosol,
2009 [33]
Zahid et. al. ,
2009 [34]
Campisi et. al.,
2009 [35]

Static

Numeric

Static

Thumb

Static,
pseudodynamic

Numeric

Static

Numeric

Static

Soft

Static,
dynamic

Numeric

Static

Numeric

Classifier

Metrics

"
"
"
"
"
"
"

Hold
Time

Study Size

Other

"
"
"
"

"
"
"

Error Rates (%)
FAR

FRR

EER

Neural network

16

1.3%

0%

–

Neural network

32

–

–

12.8%

Neural network

50

–

–

12.2%

Neural network,
statistical

20

0%

2.5%

–

Neural network

10

–

–

9%

Neural network,
statistical

25

2.07%

0%

–

Statistical

30

–

–

14.46%

4) Keep the processing on the device itself wherever
possible in order to avoid having to offload processing
to other systems that may or may not be available at
the time authentication takes place, and to avoid having
to secure both the device and the processing system.
This will help avoid the potential privacy implications
of duplicating user input on a system that may not be
in the user’s control.

comparison methods such as False Accept Rate (FAR),
False Reject Rate (FRR), and Equal Error Rate (EER) to
quantitatively show improvements in keystroke dynamics
methodology. From these studies we have learned that it is
unlikely that keystroke dynamics alone will be robust enough
to uniquely identify users, but it shows great promise as
a part of a larger multimodal biometric authentication method.

5) Develop new keystroke characteristics such as finger
pressure, unique combinations of digraph frequencies,
and error correction rates to support the positive
results seen with inter-key latency and hold time
metrics. This is especially important in the case of
mobile devices since hold time does not seem to
provide enough distinction to be used as a metric
in a mobile environment. Ensure that these metrics
are truly new and do not simply rename existing metrics.
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6) Consider the effects of predictive text seen on mobile
devices on the uniqueness of keystroke patterns for
mobile users.
V. C ONCLUSION
Keystroke dynamics has received a significant amount
of attention in authentication research circles because it
has the possibility of providing a transparent, acceptable
method of authentication that can be implemented using
existing hardware. The first studies on desktop keyboards
were conducted by Spillane in 1975 [11], and since then
researchers have continued to progress by performing studies
on additional keyboard types, examining new pattern matching
algorithms, and identifying new keystroke characteristics.
Furthermore, researchers have adopted commonly used
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