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Abstract—Having reviewed a wide array of tools to either implement user models or simulate network trafﬁc, we were unable
to ﬁnd a tool that generates network trafﬁc while maintaining
simplicity, portability and extensibility. To overcome these issues,
we introduce a new adaptive user-modelling framework for
cyber activity emulation. Our framework supports the creation
of high-level user models that can react to changes in their
environments and vary the way they emulate cyber activity based
on those changes. We create an illustrative scenario showcasing
the framework’s adaptability—a key feature most other tools
are lacking. Furthermore, we show that our framework is also
extensible, portable and more conducive to rapid development
than other user modelling tools currently available.

I. I NTRODUCTION
There are a lot of difﬁculties when it comes to cybersecurity experimentation and the creation of useful, reproducible
and shareable results [16]. When it comes to cybersecurity
experimentation, two important factors are creating a realistic
and lifelike environment, and being able to easily create, test
and compare user behaviours in the environment. In the past,
there have been attempts (e.g. LARIAT [4], etc.) at creating
a solution for these problems, yet there is still no widely
available, accessible and ﬂexible tool for all interested parties.
Furthermore, there is currently no tool available to easily
create adaptable user-models. By adaptability it is intended
that user models can respond to certain conditions in their
environment and change the course of their default behaviour.
Some organizations have attempted to remedy these problems
with specialized software on cyber ranges [3]. However, these
cyber ranges are often in a closed ecosystem which makes it
hard or impossible to use on other platforms [1], [2], [11]. In
this paper, we will be looking at creating a tool that can help
create and execute adaptive models of users’ behaviours with
a speciﬁc use case in non-synthetic network trafﬁc generation.
As an example of one these cyber ranges, researchers at
the Harris Institute for Assured Information have created a
miniature version called Virtual Infrastructure for Network
Emulation (VINE). VINE is a cloud based infrastructure
management tool that allows for the deployment of a variety
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of operating system images which can interact with each other
over a virtual network. We use VINE to run a variety of
projects and experiments where we can test the effectiveness
of a certain cybersecurity tool or technique (e.g. moving target
defence) [14]. However, to be able to realistically test some
of these tools we need to ensure that our testing environment
reﬂects a realistic network topology and non-synthetic background trafﬁc. For this purpose, we have created an adaptive,
behaviour tree-based framework called Yoshka. The main
focus of this framework is on the capability of adaptability,
while maintaining simplicity, extensibility, portability and ease
of use.
Since non-synthetic background trafﬁc is an important aspect of creating a scientiﬁcally sound experiment [5], [7]–[9],
[19], [23] we wanted to make sure that we considered most
kinds of existing tools to ensure we have one that reﬂects our
exact requirements. Our requirements include:
•
•
•
•
•

creating and controlling high level concepts (e.g. goals,
behaviors) to execute a cyber mission
rapidly creating a reusable user model
having the user model be able to adapt and respond to
its environment
having the tool be operating system agnostic
having the tool be easily extensible

During our research, we identiﬁed three types of tools
available to researchers in our situation: the ﬁrst type is a
simple (usually low-level) trafﬁc capture tool with replayability and occasional packet crafting support; the second type is
a much more complex and comprehensive tool often used to
model human cognition and behaviour and the third type is a
hybrid of the ﬁrst two. The reason we decided to create our
own solution instead of using an already existing tool can be
summarized into four factors:
1) The already existing solutions were too low-level. Half
of the tools [26]–[28] we found and reviewed often only
supported simple features and possibilities that did not
ﬁt our expectations. They only allowed for the control

of low-level data such as packets or ﬂows whereas we
were looking for something more abstract and capable.
2) The already existing solutions were too complex and did
not relate to trafﬁc generation. Several tools [6], [25]
we found had the exact opposite problem; they were
designed to model human cognition and behaviour and
inherently had more complexity. We were looking for
something as powerful, yet not as complex. These tools
had nothing explicit to do with trafﬁc generation and did
not allow for the agility and speed we were looking for.
3) The already existing solutions were platform restricted.
Some of the other tools [4], [11], [17], [18], [28], [29]
we found that were created for cybersecurity experimentation ﬁt our needs in terms of features, but were
unfortunately restricted to either a speciﬁc platform or
provider.
4) None of the trafﬁc generation tools supported adaptability: being able to dynamically change trafﬁc generation
parameters based on changes in the environment. All the
tools [26]–[28] that related to trafﬁc generation were too
low level to be able to support adaptability.
II. R ELATED W ORK
We review two low level, high level and hybrid tools.
A. Low-level Simulation Tools
Tcpreplay [28] is a collection of GPLv3 licensed tools that
run on UNIX and Windows (through Cygwin) and allow for
use of captured trafﬁc in the libpcap format. Users can differentiate trafﬁc between client and server, modify network stack
headers and replay the captured trafﬁc through any number
of devices. With the help of this tool network administrators
can probe ﬁrewalls on the perimeter for any misconﬁgured
rules and ﬁx other network misconﬁguration issues. This tool
speciﬁcally focuses on the packet play stage of packet crafting,
meaning that it uses previously captured trafﬁc that can be
sent at the same rate or any other user deﬁned rate. The main
disadvantages of tcpreplay are the fact that the user is always
limited to previously captured trafﬁc and therefore must go
through the complicated process of designing and creating
one’s own packets. Reusing previously captured trafﬁc may
not always be the best option since different scenarios and
network topologies will often yield different trafﬁc patterns,
whereas designing and creating packet streams may be what
we want. Unfortunately, there is no easy way of creating a
large number and variety of these.
Harpoon [26] is a netﬂow-level tool that enables trafﬁc
generation. It can use data from previously captured netﬂows
to analyse and create statistically similar models to replicate
the original trafﬁc in both temporal and spatial aspects. This
tool is typically used to run background trafﬁc for application
and protocol testing. When analyzing data from previously
captured netﬂows, Harpoon can differentiate between interconnection time, source and destination IP ranges, ﬁle size
and number of active sessions to create the statistical models
for TCP sessions.

B. High-level Emulation Tools
Soar [6] is a widely-used tool used to simulate human cognition and behaviour. This appeared promising, but we were
also aware of the steep learning curve due to the complexity
brought about with the rich feature-set. This architecture has
modules to support a range of problem solving methods,
memory, knowledge and learning about all aspects of tasks
and their performance. Using this tool would perhaps yield
the most human-like trafﬁc down to speciﬁc details such as
fatigue and human-like memory. We realized that this level of
detail is only useful to us, for background trafﬁc simulations,
if it can be achieved in a reasonable timeframe.
DASH [10]–[12], [22] is a tool that was built by the Deter
Project to help them create, “predictive modelling of human
behaviour supporting deﬁnition of mental models.” This tool
seemed like the perfect ﬁt, but upon further investigation we
realized it only runs and works on their DeterLab cyber range.
DASH is based on an agent platform where computers mediate
group decision-making. The agents model behaviours using
a dual-process cognitive architecture that represent rational
and instinctive behaviours. Using the combination of these
modules they can simulate fatigue, cognitive load and time
pressure as well as human biases.
C. Hybrid Tools
Vishwanath and Vahdat’s work on Swing [29] and Geyer
et al’s work on RENETO [17] can be considered as a hybrid
tool of a low-level simulator and a high-level user modelling
framework. Swing presents a, “closed-loop, network responsive trafﬁc generator” [29] that builds models of application
speciﬁc trafﬁc based on captured packets and generates statistically similar live trafﬁc. It attempts to achieve realism
by taking into account packet inter-arrival rate, burstiness,
size distribution, arrival rate and destination distribution. By
analyzing these properties, the authors can create models of
speciﬁc applications’ behaviours. The latter largely presents
a similar solution to the same problem, but with a different
implementation and on a different platform. RENETO is based
on the OMNet++ network simulation framework which is also
a packet level tool like Swing. To replicate realism RENETO
focuses on IP addresses, ports, timestamps and protocols.
The model is then created based on the empirical cumulative
distribution function of the parameters that are matched with
speciﬁc applications. The parameters in these models are static
and therefore “not well suited for live capture” [17].
Table I lists the tools mentioned above as well as many
more. The tools have been divided into two types: User
Simulation (US) and User Emulation (UE). A simulator is
a tool that, given an input, uses mathematical modelling or
software techniques to generate an expected output based on
what the model is supposed to be simulating. An emulator, on
the other hand, is a tool that actually performs the actions in
between the input and output stages of the process that yield
in the desired output.

#
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22

Name
Tcpreplay
Hping
Ostinato
Seagull
Packeth
Harpoon
Pktgen
Trafgen
Poisson Trafﬁc Generator
Surge
Mausezahn
Soar
DASH
ACT-R
GOSMR
Swing
RENETO
Netspec
Avalance NEXT
Ixia BreakingPoint
Solarwinds
Skaion

Type
US
US
US
US
US
US
US
US
US
US
US
UE
UE
UE
UE
UE
UE
UE
UE
US
US
US/UE
TABLE I

Platform
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
DeterLab
Any
LARIAT
ModelNet
OMNet++
Any
Any
Any
Any
Any

Availability
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Commercial
Open Source
Private
Closed Source
Commercial
Commercial
Commercial
Commercial

A TABLE COMPARING THE TYPES AND CAPABILITIES OF RELATED WORKS .

can rapidly create models of users’ behaviours without having
to worry about the individual packets. Another advantage of
this architecture is that behaviour trees are highly reusable and
enable composability. Given any behaviour tree, we can reuse
a subtree of that original tree in any other user model for easy
and rapid composition of behaviours.
The main logic controller of our framework is called the
Engine. It is responsible for handling control ﬂow, timing,
dynamic variable initialization, thread initialization and more.
By default, the Engine uses seconds to manage all timings, but
this can be adjusted to minutes or hours through the Engine
conﬁguration ﬁle. Yoshka supports the use of dynamic variables which means that the output of one Task can be used as
the input of another. Since these variables are determined and
allocated at runtime, the Engine creates trees with placeholder
values that are replaced during behaviour initialization and
before the execution of the individual TaskNode. The ﬁve most
important classes in our framework can be seen in the block
diagram of ﬁgure 1. This diagram represents the information
ﬂow of a behaviour ﬁle and its parameters.

III. C ONCEPT I MPLEMENTATION
Based on our review of existing tools, we propose a
new framework that aims to overcome the issues we have
encountered while meeting the requirements we outlined. In
this section, we explain our choices and design decisions as
they relate to the issues of capability, adaptability, portability,
extensibility and usability.
A. Capability
To achieve the capabilities of adaptability and responsiveness in our user models we, at ﬁrst, decided to go with a
behaviour tree approach. A behaviour tree is a directed acyclic
graph mainly used in the video game industry to control
non-playable characters (NPCs) [13], [20], [21]. This can be
considered as a primitive form of AI that lays out a set of
possible steps that the agent can make based on the outcomes
of previous steps. We decided to approach this problem from
a more abstract level than packets or ﬂows due to our goal
of balancing usability and complexity [16], [24]. To simplify
this idea even further we decided to combine the concepts
of behaviour trees with binary trees to restrict the outcome
of each node to only two possible states: success and failure.
There are two types of nodes in our framework: TaskNode
and CompositeNode which both extend a general Node class.
A TaskNode represents a single atomic action that an agent
can make. A CompositeNode is more complex and represents
a collection of TaskNodes with four extra features to introduce
some of the key capabilities of our framework. The four
features are adaptability, distributions, a success criterion and
parallelism which will be discussed later in this section. These
two Node types can be used as building blocks to create a
binary tree like graph that is easy to understand and follow,
yet has the potential to model realistic human behaviour. By
abstracting any task or set of tasks into a separate Node, we

Fig. 1. A block diagram showing the information ﬂow in the framework.

Both Task and Composite nodes can be executed one or
more times and keep track of their status. Based on this status
(success or failure) the Engine will direct the execution down
the respective behaviour path. This behaviour is a directed
graph written as a YAML ﬁle, where every node can be
a single action or a group of actions, that is used as one
of the required inputs for the framework. YAML [15] is a
type of human readable ﬁle format used for data serialization.
The main reason we decided to use YAML is its highly
readable hierarchical design and clean key to value mapping
implementation. Given such a behaviour ﬁle and a set of
arguments, the ﬁle is veriﬁed and processed, the Engine is
conﬁgured and the main execution loop begins. For example,
given a YAML behaviour ﬁle as an input, the main entry class
Yoshka handles the arguments and then determines what type
of ﬁle format is used and then calls the appropriate veriﬁcation
class. What this means is that the framework is designed in a
way to be extensible and support other ﬁle formats and inputs.
To ensure ease of use of our framework we decided to
include a veriﬁcation feature to check for syntactic and logical
errors when it comes to constructing behaviours. In case there
is a mistake in the behaviour, a descriptive error message is
logged letting the user know what part is incorrect. Given the
behaviour is correct, the framework builds an internal model
of this behaviour. Internally this model is represented as a
hashmap using the TaskNode and CompositeNode classes.
The reason we use a hashmap and not a tree is because
our behaviours support having multiple parent nodes for
reusability. Having ﬁnished building this data structure, it
ﬁnally gets passed on to the Engine that begins the execution.

The Engine also makes sure to keep track of Task data such
as duration, status and the use of any dynamic variables.
After Task execution, the time of completion is measured and
compared to the intended duration of that Task. If it completed
earlier than it should have, it will wait for the difference to
ensure the behavior progresses at human-like speed. It is also
possible to specify a range of values for the duration having
the Engine randomly pick a value in that range.
When the Engine is executing these nodes, it checks whether
the current Task is an instance of CompositeNode. In this case
the control ﬂow is altered to ensure that all the Tasks that are
part of the collection are run according to the speciﬁed number
of threads, success criterion and distribution as described
further on. The Engine also keeps a watch on the behaviour
ﬁle and Engine conﬁguration ﬁle as either can be edited live
during execution. In case a ﬁle is changed, the Engine discards
the old information and updates to the new changes.
When using the CompositeNode in behaviours, the user has
two options: using the distribution and adaptability features
together or the success criterion and parallelism features
together. These features are speciﬁed by the arguments of the
CompositeNode and cannot, currently, all be used at the same
time.
The success criterion feature is a pair of integers that are
used to determine how the CompositeNode is evaluated as one
whole Node. The ﬁrst integer (min) represents the minimum
number of Tasks that can pass for the CompositeNode to
succeed and the second integer (max) represents the maximum
number of Tasks that can pass for it to succeed. For example,
if the user wants to create a CompositeNode with an AND
condition for the individual sub-Tasks then s/he would specify
both integers to be the same number as there are Tasks
contained within the CompositeNode. In general, both integers
must be positive and no larger than the total number of
Tasks in the CompositeNode. For another example, if the user
wanted the CompositeNode to be evaluated as an XOR (returns
success if and only if there is only one successful Task in the
collection) then the user speciﬁes the maximum value as 1 and
the minimum value as 1. The Engine automatically ﬁgures out
this success criterion to return the correct result.
Parallelism is determined by the number of threads argument of the CompositeNode. This argument must be a positive
integer that controls the number of threads the thread pool
is allowed to instantiate when executing the Tasks of the
CompositeNode.
B. Adaptability
The key differentiating part of our cyber emulation framework is its ability to adapt to the environment as the environment evolves and changes. We realize this feature by
implementing a simplistic memory model along with our
distribution feature. The distribution feature enables a nondeterministic approach to the execution of Tasks. For example,
the user can specify a type of distribution (e.g. uniform,
Gaussian, Poisson) in the arguments of a CompositeNode that
enforces the selection policy for that Node. The selection

policy determines which Task is to be run during the next
execution. Given a certain distribution, the selection policy is
determined by a random sampling of the selected distribution
mapped to all sub-Tasks. For example, if a Poisson distribution
is selected and the CompositeNode contains three possible
Tasks, then depending on the sample value, the corresponding
Task will be selected for execution. The Engine keeps track of
how many times a particular Task of the CompositeNode fails
(what we call the change threshold) and how many subsequent
actions have passed since then (what we call forgetfulness).
For example, if a CompositeNode contains three TaskNodes
that an agent can take and one of them fails more times
than the change threshold value, then the distribution based
selection policy is overridden and a subsequent TaskNode is
selected for execution. To prevent that TaskNode from never
running again we also decided to implement forgetfulness,
which is simply modelled as a counter of actions since the
last change threshold trigger. We deem this as an important
part of our framework primarily because we can study the
effectiveness of a certain attack on a network with responsive
user-agent behaviours.
The user can also reuse variables between Tasks or use the
output of one Task as the input of another. Our framework
makes sure that all nodes in the behaviour tree are context
aware in a semi-automatic manner. This means that any Task
can utilize a global register to share information with other
Tasks in the same behaviour. This works automatically based
on manually predetermined keys thus making the process
semi-automated.
IV. I LLUSTRATIVE S CENARIO
We designed this framework to be portable and extensible
enough to be used in a variety of cases, but our primary
purpose for it is to create a non-synthetic looking trafﬁc by
delivering genuine payloads however the background network
trafﬁc patterns are synthetic. We used a number of Apache
libraries to help us write APIs that helped us generate a variety
of trafﬁc types. These APIs make use of the libraries to make
direct calls to the services we want to replicate (SMTP, FTP,
SSH, etc.) thus ensuring the authenticity of the trafﬁc produced
through emulation rather than simulation. By making calls to
these services that establish real connections between servers
and clients using real protocols, we can guarantee that any
intricacies of the trafﬁc produced is natural and not an artifact
of the simulation process. Our tool provides the emulation
guarantee and the necessary capabilities for the user to create
human-like cyber activity.
A. Scenario Design
To illustrate the proposed framework, we introduce an
example of how a cyber activity scenario is constructed. We
use the framework to design the scenario and then provide
ways to evaluate it. Consider a scenario where there is a
testbed, created on a virtualized cloud provider, provisioned
with the services and routes to represent a software development company. There are also adversaries present in this

scenario causing service interruption to the company. This
testbed has multiple domains representing various departments
in the company and an external domain which represents the
Internet, where the customers of the company are located. The
services that are required for the scenario are described below
and depicted in Figure 2:
1) DNS Server. A server to resolve names to IP addresses.
There can be one or there can be many interconnected.
2) Mail Server. An SMTP server to send and receive emails.
3) FTP Server. A proftpd server to allow the storage of
ﬁles on the server that others can access using the ﬁle
transfer protocol.
4) Database Server. A MySQL server to allow the maintenance of various database records.
5) Web Server. An Apache web server to emulate the
company’s external and internal web services.
6) Git Server. A version control server for the developers
to maintain their code.
7) Elastic Server. The Elastic Stack suite of software to
evaluate the scenario.

VINENT
Industry: software-as-a-service
Employees: 10s-100s (scalable)
customers

Design

SQL
FTP

ftp-des

Router

Operations

SQL
Elastic

log-infra

Support

Engineering

HR

SQL
Git

SQL

git-eng

db-hr

it represents a complex scenario which involves a sequence of
behaviors each of them being individual behavior trees. Some
of these trees also have parallel node executions highlighted
with an orange hue. It also shows how the nodes can be reused
at multiple points and the subsequent tree following the node
also gets reused. In Figure 3, the scenario describes a role of
a software tester that tests code and creates bug tickets if the
code did not execute successfully.
- name: Visit web service
task: web.GetRequestTask
args:
name: Visit web
url: <web_server>
success: returnSuccess
failure: send mail to IT
root: true
duration: 10
- name: send mail to IT
task: mail.SendMailTask
args:
name: send mail
mailServer:<mail_server>
from: <user>@<mail>
subject: Can’t access web service
message: Web service is giving bad
→
requests
recipients: <user>@<mail_server>

DMZ

WWW

web-infra

SQL
Email

mail

DNS

- name: returnSuccess
task: generics.ReturnSuccessTask
args:
name: success

dns-infra

Listing 1: User Model Example
Fig. 2. A diagram representing the sample enterprise network we have
designed for this scenario.

It is at the user’s discretion to decide on the number
of each type of server or in which domain they are to be
located. The assumptions that we make are that the DNS can
resolve requests and the addresses are reachable. Listing 1
demonstrates a sample of a behaviour. This simple behaviour
checks the web service and if it is inaccessible, it will send
an email to tech support for help. The ﬁrst action is designed
to take 10 seconds. The parameters of some of the tasks are
speciﬁed in angle brackets to indicate that they can be changed
during provisioning.
Listing 1 is a simple example demonstrating how one would
deﬁne a behaviour of some user or agent. It is also possible
to create a group of behaviours which can be linked to
each other just like individual Tasks for simpler and easier
behaviour creation, management, maintenance and reuse. A
group of behaviours can constitute a sort of broader mission
or goal when executed together. As you can see in Figure 3,

The example depicted above are a subset of what this
framework can achieve. We can build more complex user
models as depicted in Figure 3.
B. Scenario Tools & Implementation
For the backend of the scenario we are using OpenStack and
our cyber range interface VINE. As mentioned previously, the
Virtual Infrastructure for Network Emulation is an interface to
OpenStack that lets us manage, deploy and conﬁgure various
virtual machines and the connections between them. In our
case, all the machines use an Ubuntu 14.04 image.
In this case, we import our testbed which contains the
various domains, address spaces and instances within each
domain. Once the testbed is up and running, we provision
the network and tweak any additional network conﬁgurations.
There are various provisioning tools available that allow you
to conﬁgure the networking and conﬁgure the various services
required for our scenario.

Fig. 4. A screenshot of the interface to visualize the behavior.

Fig. 3. A ﬂow diagram representing a complex scenario.

whole. As we can see from Figure 5, there is a dashboard that
takes various information from the framework and depicts it
in appropriate graphs. On the left side is several line graphs
that each show the status of a host running their respective
behaviour. The green line indicates a successful Task status
and a red line indicates a failed Task status over time. On
the right side, we have a large donut graph representing the
total number of Tasks and their proportionate frequency on
the network. The bigger the slice, the more times that Task
has been run. As we can see, the two Tasks that are run most
often are MailLoginTask and MailLogoutTask. Right under
this graph is a number of line graphs representing the health of
the services on the network (mail, FTP, etc.) At the bottom are
several smaller donut graphs each belonging to a separate user
model. The slices in the donut graph represent the proportions
of different Tasks that are being executed in those behaviours.
Under these graphs is a table listing the same information in
text format.

C. Behavior Evaluation
We developed an interface as part of the framework that
helps us visualize the behavior being executed. Figure 4
shows a web interface and can be accessed from any browser.
The interface requires the user to point it to the Yoshka
instance and the behavior will be updated in real time as
the framework executes it. It shows the various types of
nodes such as a TaskNode and CompositeNode with different
shapes. The CompositeNode is clickable which delves into it
showing the nodes it contains. The interface also displays the
current executing node by pulsing and displays the path as
a success and failure by using different colors. The interface
also provides other useful information such as the number of
iterations that have been completed and the interfaces availble
on the host instance as well as the name of the host.
D. Scenario Evaluation
To evaluate our scenarios, we use log aggregators that parse
useful information from all Yoshka agent logs in real time
and create graphs that help us evaluate the scenario as a

Fig. 5. A screenshot of the scenario running being visualized in Kibana.

During the scenario, we simulate an attack on the network
by disabling the Mail server, thus causing all the dependent
user models to start failing. This can be seen in Figure 4. As
seen from the graphs, all the user models dependent on the
Mail server start indicating failure on their line graphs on left.
The services health graphs are mostly the same, except for the
Mail server line graph which shows a fail state. Due to this
change, the proportion of Tasks executed on the network also
changes due to the design of the user models. No longer are
ReadMailTask, MailLoginTask and MailLogoutTask dominant
on the donut graph as seen in Figure 6.

Fig. 7. Framework log ﬁles simpliﬁed and colorized to showcase adaptability.
Fig. 6. A Kibana dashboard showing the state of the network after the mail
server is disabled.

Thanks to the log ﬁles produced by Yoshka and the visualizations produced by Kibana, we can verify the intentions of our user models and evaluate the whole scenario.
Using this framework, one can design any sort of mission
that involves cyber activity and then evaluate its success or
failure independently, or in conjunction with other tools. To
demonstrate the adaptability feature we have set up a simple
model consisting of four actions in a different scenario from
the software development company.
The root node of the behaviour is the adaptable node which
uses the Poisson distribution for its selection policy. This node
contains three other Tasks: executing a bash command to check
running processes, reading a nonexistent ﬁle and executing
another bash command to echo a message. We set the change
threshold to 3 failures and the forgetfulness threshold to 5
iterations in our Engine properties. This means that given a
Task in an Adaptable node, if one of them fails three times in
a row, then that Task is guaranteed not to run for at least 5
following iterations, even if it is selected for execution by the
distribution. We can see this behaviour in the logs produced
as seen in ﬁgure 7.
From Figure 7 we can see that ReadFile task is selected for
execution in the ﬁrst step and fails since the required ﬁle is
not found. We remove the ﬁle on purpose to induce failure
and showcase this feature. After a few iterations, the ReadFile

task gets selected for execution for the fourth time and fails
again, but this time triggering the change threshold value as
seen indicated in blue before step #12. When the distribution
selection policy selects the ReadFile task for execution again,
it gets overridden by the adaptability feature and the next Task
‘Echo’ is selected for execution, as seen in step #12. After ﬁve
more iterations, the forgetfulness feature gets triggered and the
ReadFile task is available for execution once again. This can
be seen in the second blue line after which the ReadFile task
is indeed selected for execution.
E. Informal Qualitative Evaluation
To help us evaluate our framework in a qualitative way we
decided to conduct an informal study to assess the framework’s
ease of use in terms of speed, capability, extensibility and
feature set. Testing this framework in terms of the realism
of the network trafﬁc would be invalid since at that point
we would be evaluating the ability of the user to create user
models rather than the capabilities of the framework by itself.
The two tools/frameworks we compared against are Soar and
Ostinato as described earlier in Section 2.
We designed three stages to be completed by each volunteer
followed by a survey. The three stages are as follows,
1) Create and implement a predetermined set of actions that
the user model should be able to execute.
2) Create and implement the logical structure required to
represent a mission.

3) Execute and if necessary debug the mission and collect
results.
During the scenario, we keep track of how long it takes the
volunteer to complete each stage as well as the difﬁculty
experienced by the volunteer during each step. To measure
these two aspects, we used a stopwatch and a subjective 5 point
scale for difﬁculty. The volunteer is given up to 15 minutes,
prior to using each tool, to familiarize himself/herself with the
tool’s environment and documentation. Following this period,
the volunteer has a total of 30 minutes to complete the entire
mission. To help the volunteer ﬁgure out what s/he needs to
do, an instruction sheet along with the tasks that need to be
achieved is provided. The volunteers are also permitted to use
any other documentation or help they can ﬁnd online.
We chose the 15 and 30 minute timings as a reasonable
amount of time, tending to the lower bound, to complete a
scenario of this level of complexity. Most users who use these
tools would like to be able to complete their goals in as little
time as possible. We assume that most users would not want to
spend more than an hour on any one task and thus decided that
45 total minutes (maximum) would be an acceptable amount
of time to complete a task with this level of complexity.
The survey revealed that Yoshka is subjectively easier to use
than Ostinato and Soar. Based on the timings and completion
of tasks, we concluded that Yoshka received the best results.
None of the volunteers were able to ﬁnish all tasks within the
alloted time with the other tools.
F. Availability
Yoshka is currently a closed source program and is only
accessible to the our institute and its partners. However, we
are in the process of transferring Yoshka from a closed source
to an open source program.
V. C ONCLUSION
In this paper, we introduced a new adaptive framework for
the support of cyber experimentation emulation. We surveyed
a number of tools, and reviewed a handful to showcase why we
chose to create our own tool. Next, we laid out the individual
components of our framework, our reasoning, design choices
and how all these parts worked together. We show the value
of this framework in comparison to other tools; unlike most
existing solutions it is adaptable to the changing conditions of
an environment, portable across platforms and extensible. We
explained how our decisions are motivated by our focus on the
balance between capabilities of user modelling and emulation
of network trafﬁc. We showcased an example scenario of
using this tool. Finally, we presented an informal qualitative
evaluation in comparison to other similar tools. In future
work, we hope to further automate this process and make
behavior design even easier, especially for those who are not
programmatically inclined.
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