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Abstract—Open source repositories contain a wealth of unstructured and unlabeled data from which useful knowledge can
be extracted. This knowledge can be applied in a wide range of
applications such as discovering how programmers improve their
programs over time and ﬁnding patterns to detect and mitigate
vulnerabilities. In this work, we propose to use text mining and
machine learning to extract knowledge from open source code in
order to categorize and structure source code. By mining a subset
(over 600,000 Java ﬁles) of a 2011 dataset that contains over
70,000 open source projects, we present a case study showing that
useful patterns can be extracted from source code and that these
patterns can be used to create a recommender system to help
programmers avoid unsafe practices. We demonstrate the utility
of our proposed techniques by applying them to the detection of
SQL Injection.
Index Terms—Cybersecurity, software engineering, code analysis, data mining

I. I NTRODUCTION
Source code repositories contain a wealth of information
that can be mined and used in a variety of applications.
Existing research has mainly been focused on the use of
topic models, association rules, and heuristics to mine source
code repositories for application to traceability, extraction of
tactics1 , and monitoring changes in source code [2, 3, 4, 5].
It is interesting to investigate the mining of code repositories
from the standpoint of knowledge extraction with the focus of
helping programmers improve the security of their programs.
The security of computer programs is very important and
necessary in order to safeguard against potential attacks.
Research and funding to mitigate cyber-related threats have
been on the rise for approximately two decades [6]. However,
programmers often ignore security or wait until their projects
are near completion to start thinking about security or adding
secure modules to their programming projects. This is partly
due to the belief that adding secure modules to code is
a laborious and time-consuming process. Researchers and
software engineers have proposed the use of static, dynamic,
and hybrid code analysis techniques to detect vulnerabilities
in program code [7, 8, 9]. However, many approaches are
not mitigative and have high false positive and false negative
1 a means of satisfying a quality-attribute-response measure by manipulating
some aspect of a quality attribute model [1]
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rates that affect their adoption into the software engineering
community [10, 11, 12, 13]. Because of this, most common
responses to threats are reactive and take the form of patches
and system modiﬁcations, which are much more costly [14].
This work proposes a solution to the secure coding problem that makes it easier for programmers to follow secure
practices by offering recommendations to programmers during
development. The premise is that source code projects can
be mined to create a knowledge base in order to build a
recommender system that provides advise to programmers,
which, if followed, can help programmers write more secure
code. If the security problem is tackled throughout the system
development life-cycle, many security issues will be mitigated
at a much lower cost [14].
To that end, this work features a model that analyzes
source code and uses data from the National Vulnerability
Database (NVD) to create feature sets for recognizing a set of
vulnerabilities. Speciﬁcally, source code is represented using
an Abstract Syntax Tree (AST), which provides the ability
to extract statements, imported modules, and methods, etc, to
provide the necessary information for detecting vulnerabilities.
Unlike static analysis tools that ﬁnd vulnerabilities and present
a set of warnings, this work also proposes the extraction of
code samples from open source repositories to present to the
user a ranked set of methods that implement ﬁxes for each
vulnerability. To validate the model, a portion of the Sourcerer
2011 dataset [15] was processed to create a labeled corpus of
7,793 instances for detecting SQL Injection (SQLI). Using the
corpus, a set of classiﬁers were trained and evaluated and the
results are presented. The main contributions of this work are
as follows:
•

•
•

The development of a methodology that utilizes data
from the National Vulnerability Database and open source
projects to detect vulnerabilities in source code
The utilization of patterns in source code to automatically
label a dataset for SQLI detection
Development and use of a MapReduce algorithm to
process thousands of Java ﬁles and extract features for
detecting and mitigating vulnerabilities

The paper is organized as follows: related work is discussed in
Section II followed by the proposed approach in Section III.
In Section IV, the model building phase, which focuses on the
dataset, data representation, and the MapReduce algorithm for

mining and extracting features from source code, is discussed.
The methodology is evaluated using a case study and the
results and discussion are presented in Section V followed
by the conclusion in Section VI.
II. R ELATED W ORK
Several works exist in the area of source code mining. The
most relevant works can be classiﬁed as follows: extracting and
monitoring architectural tactics [4], extracting and evaluating
topic models [16, 17], improving bug ﬁnding techniques
[18], predicting source code changes [5], and the use of
an intermediate language to automatically detect web-based
vulnerabilities [19].
Mirakhorli and Cleland-Huang presented an approach that
addresses the problem of architectural degradation that is
focused on keeping developers informed of underlying architectural decisions [4]. They mined and pre-classiﬁed code
segments to create inputs that represent architectural tactics
that help to map parts of code to relevant patterns. These
patterns are used to monitor code and inform developers of
architectural changes [4].
Ying et al. presented an approach that uses data mining
techniques to detect change patterns from a system’s source
code change history [5]. First, they extracted data from a
software conﬁguration management system and performed
preprocessing. Next, they used an association rule mining
algorithm to form change patterns, which are used to assist
developers in deciding which source ﬁles to change when
modifying a programming project.
Thomas [17] was one of the ﬁrst to propose the use of
Latent Dirichlet Allocation (LDA) topic models to combat
many problems in the ﬁeld of software engineering such as
understanding and maintaining the source code of a software
project. He discussed challenges such as choosing the right
parameters for topic modeling and making results of topic
models easier to interpret [17].
Gopalakrishnan et al.[16] presented a bottom-up approach
that recommends architectural tactics based on topics discovered from source code projects. They used a classiﬁer in
addition to a recommender system to predict where tactics
should be placed in a programming project to improve the
quality, but not security, of the code.
In [19], Medeiros et al. presented the DEKANT tool that
automatically detects web-based vulnerabilities using hidden
markov models (HMM). First, the tool extracts code slices
from source code and translates these slices into an intermediate slice language (ISL). It then analyses the representation
to determine the presence of vulnerabilities in code written in
PHP.
None of the existing works utilizes a recommender system
to help programmers improve the security of their programs.
The uniqueness of this research lies in the use of observed
vulnerability patterns and a set of classiﬁers that are trained
from knowledge extracted from raw program code to detect the
presence or absence of secure patterns and make security recommendations based on the knowledge base. While Medeiros

et al. used a machine learning technique to detect vulnerabilities in PHP projects, the tool developers are required to use an
intermediate language to annotate each tainted function [19].
This work, on the other hand, does not need an intermediate
language. Instead, the proposed model works directly with the
parse tree of the source code to detect patterns for automatic
annotation, detection and classiﬁcation.
III. T HE A PPROACH
The solution follows two phases: model building and application. Figure 1 captures the solution framework. As shown
in the ﬁgure, a model is ﬁrst created to analyze data from
the NVD and open source programs in order to create a
feature set for training a set of classiﬁers to detect a select
set of Common Vulnerabilities and Exposures (CVE) in user
programs. A recommender system then uses this information
to present to the user a ranked set of methods that ﬁxes these
vulnerabilities. A brief explanation is now provided of each
phase in the proposed approach:
1) Mining and labeling open source projects
Because source code is unstructured, it is necessary to
organize and label the program ﬁles in the repository in
order to train and evaluate supervised machine learning
algorithms. Once source code is labeled, it can be used
to train a set of classiﬁers that categorizes program code
as secure or insecure.
2) Building the model
An AST is used to represent source code. This representation allows for the use of a visitor pattern to extract
statements and methods from source code into a model
that detects vulnerability patterns. Section IV-B provides
more details on data representation.
3) Designing and evaluating the recommender system
The generated model will be used to create a recommender system to provide secure recommendations to
programmers during development. A set of classiﬁers
will be used to evaluate the knowledge base of the
recommender system using standard metrics within the
machine learning community such as precision, recall,
and F1 score.
IV. M ODEL B UILDING
In this section, data representation and steps followed to
create a corpus for classiﬁcation and evaluation are discussed.
A. The Dataset
The dataset used for this study is Sourcerer 2011, which
contains over 70,000 open source projects written in the Java
programming language (≈368GB of compressed data). The
dataset is divided into four TAR archives, identiﬁed as aa
to ad. Each of these archives contains varying numbers of
projects, which are numbered in a sequential manner. Each
project is then organized into a cache of important ﬁles, the
source code, which follows the organization system used by
the developers, and a project.properties ﬁle, which contains
information such as the repo URL and author. This work

Fig. 1: Solution Framework

focused on approximately 6,800 open source projects from
part aa of the dataset (605,809 Java ﬁles).
B. Data Representation
In this work, each Java ﬁle is modeled as an AST, which
is a hierarchical intermediate representation of a program that
presents source code structure according to the grammar of a
given programming language [20]. It is a reduced parse tree
where nodes are connected through parent-child relationships.
The construction of an AST begins with a node that represents
the entire translation/compilation unit followed by a number
of intermediate levels, then simple language constructs such
as type name, identiﬁer name, or operator as the leaf nodes
[20].
The JavaParser2 library was utilized to construct and traverse an AST from Java source code. JavaParser is an open
source library that allows native Java interaction with an AST
generated from Java source code [21]. JavaParser was chosen
due to its ease of use when compared with other parsers [22].
C. Using MapReduce to Extract Features for Categorizing the
Dataset
Apache Hadoop3 was used as a MapReduce framework to
process the dataset. Experiments were conducted on a small
cluster that was created using the Virtual Infrastructure for
Network Emulation (VINE) [23]. The cluster comprises a
Hadoop namenode (server of 4TB space, 16GB RAM, and
8 CPUs) and 10 Hadoop datanodes (virtual machines, each of
100GB disk space, 8GB RAM, 4 CPUs).
MapReduce is a programming model and an associated
implementation for processing and generating large datasets
2 https://github.com/javaparser/javaparser
3 http://hadoop.apache.org/

[24]. The concept behind MapReduce is the speciﬁcation
of computations in terms of a map and a reduce function
that can be executed in parallel across large-scale clusters of
machines. The map and reduce functions interact with key
value pairs as follows:
map(k1, v1) → list(k2, v2)
reduce : (k2, list(v2)) → list(k3, v3)
The main goal of the MapReduce paradigm is to distribute
tasks across multiple nodes in order to decrease the effect
of machine failures and schedule inter-machine communication to make efﬁcient use of the network and disks [24].
The Apache Hadoop software library is one of the most
popular implementations of the MapReduce methodology. It
is a framework that allows for the distributed processing of
large data sets across clusters of computers using a simple
programming model [25].
The proposed MapReduce algorithm is shown in Algorithm
1. Considering that the projects in Sourcerer 2011 have
inconsistent organization structure, each project must be
processed to ensure that ﬁles follow a uniform structure that
can be submitted to the Hadoop Distributed File System
(HDFS) for processing. First, a Bash script was used to
parse each project.properties ﬁle within each project in the
repository and information was extracted to create a more
uniform ﬁle structure. Java ﬁles were reorganized such that
there is one directory of ﬁles for each project. The ﬁlenames
were later used as keys for the MapReduce framework.
To create a unique ﬁlename, each repository URL and a
universally unique identiﬁer (UUID) were prepended to
the original ﬁle name of the Java ﬁles within each project
directory. For example, given a repo project identiﬁed by the
url: google-api-translate-java.googlecode.com

and a Java ﬁle with the name DBHelper.java, the
ﬁleID (key) would resemble the following: google-apitranslate-java.googlecode.com˜74b000bc06ba-11e8-83ee-000c29bc3179˜DBHelper.java.
An added beneﬁt of this convention is to provide support for
validating automatically-labeled data and querying the dataset
during the application phase of the project.
Hadoop utilizes blocks and input splits for data processing.
Blocks refer to physical storage locations and the default block
size is 64MB [26]. The default split size is equal to a block
size. Users can write custom input split functions to specify
how ﬁles should be handled in HDFS. Because each Java ﬁle
is modeled as an AST, it is imperative that HDFS process each
ﬁle without splitting it. To ensure this, a custom record reader
was written to read each Java ﬁle and submit it to the mappers
for processing as shown in the algorithm. Datanodes then run
the map and reduce functions, respectively, to process the data
and output the results.
Algorithm 1: MapReduce Algorithm for Mining Features from Java Code
input : repository path: path to repository dataset
output: a set of features for a certain vulnerability
1
2
3

foreach project ∈ repository path do
javaDataFiles = selectJavaFiles()
createCustomRecordReader() // record
reader to read full java program
file

4
5
6
7
8
9
10
11

12
13
14
15
16

17

foreach javaF ile ∈ javaDataF iles do
Function map(javaF ile):
key = getFileName(javaF ile)
value = extractText(javaF ile) // using
customRecordReader
addToIntermediateList(key, value)
emit(intermediateList)
/* each reduce is a
vulnerability detector that
emits a set of features for
identifying a certain
vulnerability */
Function reduce(intermediateList):
foreach pair ∈ intermediateList do
outkey = intermediateList.key
inValue = intermediateList.value
outValue = buildFeatureSet(inV alue)
// based on abstract
syntax tree
emitFinal(outKey, outV alue)

V. C ASE S TUDY: CWE-89 (SQL I NJECTION )
This section provides a discussion on the application of the
proposed model in detecting the SQL Injection vulnerability.

A. Understanding SQLI
An SQLI attack occurs when an attacker provides specially
crafted input to an application that employs database services
such that the provided input results in a different database
request than was intended by the application programmer
[27]. SQLI has been a common vulnerability for many years,
securing the top position on the CWE 2011 [28], OWASP 2010
[29], and OWASP 2017 [30] vulnerability lists. Susceptible applications (e.g. web-apps) generally accept user input without
validation or neutralization, which are then used as parameters
in SQL database requests. SQLI is a serious vulnerability
because it could lead to unauthorized access to sensitive data,
cause severe updates to or deletions from a database, and even
result in devastating shell command execution [31]. Listing 1
is a sample code that could potentially lead to SQL Injection.
This is due to the fact that the doLogin function accepts the
parameters username and password in plaintext and includes
them in the SQL query string without neutralization. The use
of the PreparedStatement class from JDBC or J2EE
is recommended by the curators of NVD as a ﬁx for SQL
Injection [28]. This class allows for the use of a wildcard (“?”
character) to create a parametric query that escapes potentially
tainted user input. Listing 2 shows a compliant query that uses
the PreparedStatement class to mitigate SQL Injection.

Listing 1 Example Java Code that could potentially lead to
SQL Injection
1
2
3
4

import java.sql.*;
class Login {
public boolean doLogin(String username,
→ String pwd) {

5
6
7
8
9
10

String sqlString = "SELECT * FROM db_user
→ WHERE username = ’" +
username + "’ AND password = ’" +
pwd + "’";
}
}

Listing 2 Example Java Code that mitigates SQL Injection
1
2
3
4

import java.sql.PreparedStatement;
class Login {
public boolean doLogin(String username,
→ String pwd) {

5
6

String sqlString = "select * from db_user
→ where username=? and password=?";
PreparedStatement pStmt = connection.
→ prepareStatement(sqlString);
pStmt.setString(1, username);
pStmt.setString(2, pwd);
ResultSet rs = pStmt.executeQuery();
}

7
8
9
10
11
12

}

B. Extracting features for Detecting SQLI
If Listing 1 is compared with Listing 2, a number of
differences can be noted between the two samples of code
that can be used to create a feature set for recognizing the
SQL injection vulnerability. First, the unsafe query string
in Listing 1 contains explicit apostrophes, and no methods are used to sanitize the user input. Consequently, six
main features for detecting and classifying the vulnerability
were identiﬁed. These features are presented in Table I.
Two of the features are multivalued attributes (source and
sink) while the others are boolean attributes. A source, in
the context of SQLI (and other taint-style vulnerabilities),
refers to an untrusted data source from which user input is
received [32]. A sink is a security-sensitive function (e.g. the
java.sql.Statement.executeQuery function) [32].
A source-sink error arises if a value constructed at a location
designated as a source reaches a location designated as a sink
[33]. Data was selected from online resources [34, 35, 36] to
create a set of Java source and sink functions.
Since the main cause of SQLI is unsanitized input and
un-escaped apostrophes, the features quoted variables found
and potentially sanitized are crucial in detecting the
vulnerability. However, simply checking the presence of
an apostrophe is not acceptable because a query string
such
as
iper.update("insert into people
values(’namtesss’,’sdfjlsfjls’)", conn),
which was found in a unit test of the goldriver.googlecode.com
open source project in the Sourcerer 2011 dataset, is a safe
SQL statement. It is the quoted portion of a concatenated
query string that should not contain single quotes as
discussed before and depicted in Listing 1. In addition,
prepared statement imported and all queries parameterized
can help to measure the utility of the PreparedStatement
class in mitigating SQLI across the projects in the Sourcerer
2011 dataset. Moreover, the METADATA attribute contains
statements and methods to help validate the automatic
labeling of data and also provide ranked samples to the user
to mitigate the vulnerability.
C. Results and Discussion
Of the 605,809 Java ﬁles submitted to the Hadoop Distributed File System for processing, 7,793 ﬁles were ﬂagged
by our Data Generator as containing SQL statements. These
ﬁles were used to create the ground truth of 6,164 safe and
1,629 unsafe instances. A random sample of 100 instances
from the dataset was manually reviewed to ensure that the
algorithm was correctly labeling the dataset for SQL injection.
Using the sinks attribute, it was determined that 56% of the
ﬂagged programs did not utilize the PreparedStatement
class to create parametric queries, which is recommended for
mitigating SQL injection.
A sample of 80% of the dataset was selected for training
and 20% for testing. Three classiﬁers (Decision Tree, Random
Forest, and SVM) from the WEKA API [37] were employed
to evaluate the proposed methodology. For the testing phase,
ten-fold cross-validation was performed. All three classiﬁers

achieved the same results. The confusion matrix is shown in
Table II and performance results in Table IV. The following
metrics are reported, and their respective formulas shown
in Table III: true positive rate (TPR), false positive rate
(FPR), precision (PREC), recall (REC), f-measure, Matthews
correlation coefﬁcient (MCC), receiver operating characteristic
(ROC) area, and precision recall (PRC) area. Precision, also
known as positive predictive value (PPV), measures the exactness of the classiﬁers. Recall refers to the completeness of a
classiﬁer. The F1-score (F-measure) is the harmonic mean that
considers both precision and recall to give a better explanation
of a classiﬁer’s accuracy than basic accuracy. Additionally, the
ROC curves for the testing phase of the classiﬁers are shown in
Figure 2. As can be seen from the results, all three classiﬁers
performed signiﬁcantly well, with average precision and recall
of 100%. Further, the false positive rates average 0%. These
results support the premise that open source projects can be
mined to provide knowledge for training classiﬁers to detect
vulnerabilities and for classifying source code as secure or
insecure.
The reasons hand-coded features were selected for use in
this study are because of simplicity of programming, the
ability to ensure data correctness, and to create the end-toend processing framework. This is an essential step in creating
datasets that are veriﬁably correct. This provides a baseline on
which to judge the performance of the methodology. Future
work will investigate automatic feature creation such as with
deep learning or other approaches.

VI. C ONCLUSION
In this work, a methodology is presented for extracting
knowledge from open source projects to create a model
that identiﬁes unsafe practices in user projects and provides
recommendations to improve program security. While source
code is unstructured and unlabeled, useful knowledge can be
extracted to detect and mitigate vulnerabilities. The utility of
the proposed methodology is demonstrated through a case
study that involved mining a dataset of approximately 6,800
open source projects (605,809 Java ﬁles) and the preparation
of a labeled corpus of over 7,000 records that were used to
detect SQL Injection. The labeled corpus was used to train and
evaluate three classiﬁers, which achieved an average recall of
100% and 0% false positive rate. These results support the
premise that open source projects can be mined to provide
knowledge for training classiﬁers to detect vulnerabilities and
for classifying source code as secure or insecure.

TABLE I: Features for Recognizing SQL Injection
Feature

Data Type

Possible Values

Description

source

multi-valued

{getPathInfo, getResource, getName, getServletPath, getRemoteHost, getLocalAddr, getParameterMap, getRealPath,
getServerName, getPathTranslated, getInitParameterNames,
getHeader, getCookies, getPath, getComment, getParameter, getParameterValues, getRequestURL, getHeaders, getRequestURI, getResourceAsStream, getRequestDispatcher, getQueryString, getResourcePaths, getDomain, getValue, getLocalName, getInitParameter, getRemoteUser, getHeaderNames, getContentType, getParameterNames, concatenateWhere, getNamedDispatcher}

The method that accepts or processes potentially tainted user
input

sink

multi-valued

{executeLargeUpdate, updateWithOnConﬂict, setGrouping,
queryForList, batchUpdate, update, buildQuery, prepareStatement, delete, buildUnionSubQuery, queryWithFactory, rawQueryWithFactory, nativeSQL, queryForInt, blobFileDescriptorForQuery, longForQuery, sqlRestriction, newQuery, executeInsert, createQuery, queryForMap, queryForLong, apply, execSQL, queryForRowSet, query, stringForQuery,
buildQueryString, <init>, addBatch, execute, executeQuery, createSQLQuery, createNativeQuery, setFilter, appendWhere, queryForObject, newPreparedStatementCreator,
as, compileStatement, createDbFromSqlStatements, buildUnionQuery, rawQuery, executeUpdate, prepareCall}

The method that creates, modiﬁes, or executes an SQL query

quoted variables found

boolean

{true, false}

Tells whether explicit apostrophes were used to formulate an
SQL query string

potentially sanitized

boolean

{true, false}

Tells whether user inputs were passed to untainted functions
before being used in SQL strings

prepared statement imported

boolean

{true, false}

Speciﬁes whether the recommended PreparedStatement class
was imported

all queries parameterized

boolean

{true, false}

Speciﬁes whether the question-mark wildcard was used as
variable placeholders in query strings

METADATA

String

–

Data (encoded in base 64) containing SQL statements and
methods found in each Java ﬁle to assist with veriﬁcation of
classiﬁcation

Class

binary

{safe, unsafe}

The target variable

 

  





















































Fig. 2: ROC Curves for the Testing Phase
TABLE II: Confusion Matrix for Decision Tree, Random
Forest, and SVM

Safe
Unsafe

Training Phase

Testing Phase

Safe
4192
0

Safe
1252
0

Unsafe
0
1322

Unsafe
0
307

TABLE IV: Performance for Decision Tree, Random Forest,
and SVM
safe
unsafe
Weighted Avg.

TPR
1.000
1.000
1.000

FPR
0.000
0.000
0.000

PREC
1.000
1.000
1.000

REC
1.000
1.000
1.000

F-1
1.000
1.000
1.000

MCC
1.000
1.000
1.000

ROC
1.000
1.000
1.000

PRC
1.000
1.000
1.000
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