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Abstract—Cyber defense today relies heavily on teams of
Subject Matter Experts (SMEs), e.g., Cyber Protection Teams
(CPTs). Although simple tasks can be automated or scripted,
complex decision processes—increasingly needed to counter
cyber threats—require SME insight and manual execution. As a
result, cyber-defense operations tend to emphasize collection and
archiving of data over real-time decision making and response,
postponing actionable analysis and response until later, where
“later” is frequently “too late.” In contrast, adversaries are
readily using automation tools to minimize manual work and
encapsulate autonomous behaviors into botnets and viruses that
adapt to changing conditions. This imbalance puts the adversary
in a position of advantage, a situation the research presented in
this paper aims to remedy. The scarcity of cyber SMEs and the
high cost of involving them in manual cyber responses are among
the main factors contributing to the imbalance. The approach we
describe aims to reduce the reliance on human SMEs, drive down
the cost, and increase the effectiveness of CPTs by capturing
expert knowledge in a tool that will automate the identification of
known and unknown threats and the launching of mitigations to
counter ongoing attacks at system speeds.
Keywords—Cyber defense operations, workflow learning, Cyber
Protection Teams

I.   INTRODUCTION
In current cyber warfare, the odds are inherently stacked
against the defender. According to the 2015 Verizon Data
Brach Investigation Report [1], attackers were able to
compromise an organization within minutes in 60% of cases.
Cyber attackers frequently automate much of their work
through management platforms, e.g., Metasploit, that enable
rapid sharing and reuse of malicious code. Furthermore,
malware has evolved to the point where botnets and viruses
make autonomous decisions, e.g., to remain dormant if they
detect monitoring or to intertwine attacks with regular user
activities to stay within the variance of observable parameters.
This level of sophistication and the time-pressure introduced
by automated execution makes targeted attacks difficult to
detect and mitigate. In contrast, many of the activities executed
by cyber defenders, e.g., CPTs, remain manual in nature,
limited in scope due to staffing constraints, and slow in
detection and response times. This is not only true for
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Fig. 1. Benefits of the BART autonomous cyber defense system.

sophisticated tasks of spotting anomalies in large data sets, but
also for mundane tasks such as installing software patches and
performing account provisioning.
The objective of the Behavior-extracting Autonomous
Resiliency Toolkit (BART) described in this paper is to
significantly improve the level of autonomy in cyber defense
operations. BART has four main goals. The first goal is to
automatically create workflows by recording activities
performed by SMEs, e.g., members of a CPT, and extracting
techniques, tactics, and procedures (TTPs). The second goal is
to autonomously execute workflows under the control of CPT
members. The third goal is to generalize parts of workflows
into templates that can be shared across CPTs and customized
to specific deployments. The final goal is to optimize
workflows to reduce time-to-detect and time-to-mitigate
measures.
As shown in Fig. 1, BART is designed to increase the
effectiveness and efficiency of cyber defense through increased
speed (on the order of seconds compared to hours), equal or
higher accuracy (resulting in more mitigated attacks),
significantly lower cost (reducing time burden on staff), and
increased coverage (across the enterprise). BART allows CPT
members to interact with cyber sensors and actuators as before
and train the system with the best TTPs. At the same time,
BART extracts workflows that are the basis for autonomous
behavior and provides the ability to execute workflows in the
order of seconds. To increase the scope of coverage and
protection, BART generalizes specific workflows into
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Fig. 3. Patterns of malicious traffic (red), hidden among normal
traffic (blue) that CPT members need to identify.

Fig. 2. BART functionality.

templates and supports context-specific customization. Finally,
to achieve operation at enterprise scale and attacker speeds,
BART analyzes and optimizes workflows for parallel
execution where feasible.
Fig. 2 presents the high level architecture of BART, which
makes use of existing sensors and actuators (via Cyber Defense
Command & Control), record activities performed manually by
SMEs (via Recording), automatically construct and reason
about workflows (via Workflow Management and Reasoning),
and autonomously execute workflows (via Autonomous Cyber
Defense Control).

A.   Real-time Incidence Response Use Case
During operational mission execution, CPT members
monitor the DoDIN for suspicious behaviors and respond by
helping missions operate through attacks to achieve resiliency.
Tasks include:
•  

Performing traffic analysis to identify traffic patterns that
are abnormal with respect to the type of system, the time
of day, or parameters used in the traffic. Fig. 3 shows
example scenarios identified in prior work [3][4], which
leveraged classifiers built using a combination of
supervised and un-supervised machine learning to pinpoint
suspicious behaviors on networks and end-systems;

•  

Restarting or restoring systems in response to failures such
as crashes or corrupted data; and

•  

Investigating leads produced by Network Intrusion
Detection Systems and Host-based Intrusion Detection
Systems, and correlated via Security Information and
Event Management solutions. SMEs manually determine
whether alerts are true positives (real attacks) or false
positives (normal traffic mistakenly labeled as malicious).

II.   CYBER DEFENSE OPERATIONS USE CASES
The DoD Cyber Strategy, released in April of 2015 [2],
clearly outlines the role of the Cyber Mission Force as a major
pillar of warfare in cyber space. The CPTs’ mission as part of
the Cyber Mission Force includes activities to discover, detect,
analyze, and mitigate threats and vulnerabilities to defend the
DoD Information Network (DoDIN).
CPT members need to interact with sensors and actuators
found on the DoDIN, including components such as Active
Directory, Windows internals, endpoint protection solutions
like Host-Based Intrusion Detection System (HBSS), network
firewalls and load-balancers, and end-system patch
management systems. For the purposes of BART, the
following use case scenarios are intended to convey the scope
and complexity of CPT activities conducted in dynamic
environments over varying time periods.

B.   Preparation and Protection Use Case
This scenario captures activities that aim to prevent
intrusions and incidents and limit the spread of attacks that are
already present but not detected on the DoDIN. Tasks for this
scenario include:
•  

Interviewing operational stakeholders to identify MissionCritical Functions (MCFs) and establish how MCFs map
to usage of underlying networks and end systems, e.g.,
through network profiling;

•  

Installing patches to ensure that network and end-system
software is up to date;
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Fig. 4. The cyber defense Observe-Orient-Decide-Act loop executed by CPTs.

•  

•  

Checking configurations, e.g., through use of the Security
Content Automation Protocol [5], to flag systems that are
out of compliance with respect to security hardening and
best practice security settings; and

•  

Build and share with the DoD cyber defense community
new Indicators of Compromise for never-before-seen
attacks and
Perform backward chaining across multiple separate
network segments, e.g., separated via Network Address
Translation (NAT), as well as disparate technologies to
identify root causes, entry points, and attributable sources
for attacks.

The level of sophistication required for successful task
execution is not uniformly distributed among the various tasks
executed by CPTs. Some tasks are mundane and routine jobs
(addressing the known knowns [6]) while other tasks require
the collective experience and intelligence of multiple SMEs
working together (to address attacks that are unknown
unknowns.) Both of these present challenges. Mundane routine
jobs can lead to attention lapses by human operators, but can
be well handled by automation. Goals that require expertise
from multiple SMEs can go undone (or be done with reduced
quality) when a team member is absent. In contrast, an
automated system that captures human expertise in an
intelligent capability is available 24/7.
D.   Cyber Defense Protocol Overview
From an autonomous control point of view, all the activities
associated with cyber defense can be abstracted into an
Observe-Orient-Decide-Act loop [7], as shown in Fig. 4:
•  

•  

Orient by integrating multiple pieces of information into a
single coherent, unified, situation-aware picture, including
knowledge about MCFs, adversarial capabilities, and
system and network topologies.

•  

Decide based on selecting the most appropriate sequence
of actions, given the current and projected states of the
cyber landscape.

•  

Act by using remote management to affect change.

Discovering systems that are unexpectedly connected to
the network.

C.   Forensics Use Case
Since adversaries are constantly evolving, CPT members
need to find and track new, highly sophisticated attacks. To
identify attributes of such targeted attacks, CPT members must:
•  

Simple Network Management Protocol [8], Windows
Remote Management , and HBSS.

Observe target cyber environments by using remote
monitoring capabilities deployed within the DoDIN, e.g.,

III.   TECHNICAL CHALLENGES
Building a system such as BART involves addressing a
number of different technical challenges as follows.
A.   Uncertainty
There are various levels of certainty in what a CPT knows.
For example, adversaries can corrupt sensors in an effort to
mislead defenders. Similarly, reconfiguration actions executed
by cyber defenders might never take effect (unbeknownst to
the operators). A successful solution will explicitly represent
and reason about uncertainty to avoid unexpected behaviors.
B.   Dynamism
DoD environments need to be dynamic to facilitate rapid
sharing of information in support of effective net-centric
operations. As mission requirements and phases change,
operational personnel adjust the underlying IT infrastructure
and these changes are often communicated after significant
delay or not at all. Solutions need to seamlessly adapt to
changing operational conditions or run the risk of being labeled
brittle and cumbersome.
C.   Segmentation
The management of IT resources is highly segmented
within government environments, both through governance
structures (with various groups owning different parts of the
overall DoDIN) as well as security classification constraints.
Furthermore, defense behaviors between different CPTs can
vary significantly, especially if they are located in different
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service branches. Solutions need to be able to
operate within limited scopes and be
customizable across different deployment
environments.
D.   Technology Diversity
The DoD technology landscape is highly
diverse, both in terms of functionality and
assurance levels. On one end of the spectrum,
the DoD operates many purpose-built and
legacy systems, both in terms of systems that
need cyber protection and the cyber protection
systems themselves. On the other end, mission
objectives frequently demand the use of
cutting-edge products of lesser assurance
levels. Effective CPT automation must be able
to readily support the integration of new
defensive tools, vulnerability reports, TTPs,
human operators, and mission tradeoff profiles.
E.   Assurance
Because defenses affect mission-critical
systems and defensive reconfiguration can be
exploited by attackers, it is important for
dynamic reconfiguration processes to be vetted
and accredited by security officials. Any
practical
solution
must
establish
trustworthiness of autonomous learning and
execution processes. The specific challenge is to capture
behaviors in a way that makes them amenable to evaluations
using the NIST Risk Management Framework [9] and in
support of security control requirements, e.g., specified in
NIST SP 800-53 [10].
F.   Scale and Performance
To be effective against protecting the DoDIN as part of
CPT operations, autonomous cyber defenses need to operate at
a scalability and performance level of at least thousands of
machines, tens of networks, and OODA loops that are seconds
in duration.
IV.   BART CONCEPT OF OPERATIONS
BART aims to autonomously learn, optimize, and execute
cyber defense activities performed by CPT members. The
concept of operations involves running BART on a
management network associated with the protected networks.
To learn behaviors currently executed by CPT members, the
first step is to transparently record actions that currently
executed manually. From this set of traces, BART
automatically generates workflows representing CPT actions.
Once the workflows have been extracted, BART autonomously
manages, reasons about, and executes the workflows in
conjunction with CPT members.
Fig. 5 shows the high-level architecture for BART and
highlights how current SMEs can move from a position of
directly interacting with sensors and actuators to sitting on top
of an autonomous control loop. The main components are as
follows.

Fig. 5. High-level architecture for BART.

A.   Recording
As shown on the bottom of the figure, BART provides
Software Wrappers around existing tools to transparently
intercept manual interactions, record them in a machinereadable structured manner, augment specific interaction steps
with annotations about the rationale of why they were
executed, and provide a data structure of annotated steps to a
reasoning component for automated workflow building. The
annotations capture the temporal and logical aspects of steps
executed by SMEs. A unique aspect of BART is its ability to
automatically generate the software wrapper code using only
minimal input from operational stakeholders, which directly
addresses technology diversity.
B.   Cyber Defense Command and Control
The wrappers implement command and control protocols
for remote monitoring and management of sensors/actuators.
BART uses the Mission-aware Infrastructure for Resilient
Agents (MIRA) distributed agent framework [11] to get input
from a wide variety of sensors and affect multiple actuators.
Using an ontological knowledge representation, MIRA agents
can easily be adjusted to evolve with changing requirements in
dynamic environments, including federated execution across
segmented networks.
C.   Workflow Management and Reasoning
As shown in the middle of Fig. 5, BART executes a set of
machine-learning algorithms of increasing functionality and
complexity. First, the Workflow Stitcher assembles multiple
annotated steps into a coherent context-specific workflow for
use by a specific CPT. BART tracks measures of uncertainty
throughout the workflow creation process, including reliability
of sensor inputs and separation of merely correlated

Milcom 2016 Track 3 - Cyber Security and Trusted Computing

observations from known causal dependencies. Knowing that
workflows will change in dynamic environments, it is
important that algorithms can differentiate whether activities
strictly belong to a previously created workflow, warrant
changes to previously created workflows, or are part of a new
workflow to be created.
To enable sharing of workflows across teams, BART
contains a Workflow Template Extractor component that
replaces specific values in the workflow (e.g., isolation of end
systems via firewalls vs. remote shutdown) with
parameterizable placeholders that can be dynamically bound
during instantiation at different sites. To further customize
workflow templates across multiple teams, BART implements
a Template Variant Manager that provides a controlled way of
customizing workflows across deployments. Finally, to
increase scalability and performance, BART contains a
Template Analyzer component that optimizes workflow
execution. The first innovative optimization involves
algorithms to identify parallelization that is possible during
automated execution but not during manual execution. The
second innovation includes streamlining execution by
identifying and removing redundant or unnecessary steps
executed by SMEs.
The knowledge associated with annotated steps, workflows,
and templates are stored in a Cyber Defense Knowledge Base.
The data representation allows for assured sharing, e.g., using
digital signatures and encryption to provide data integrity and
confidentiality in transit and at rest. It also allows manual
inspection of workflows by CPT members and security
authorization personnel as part of accreditation of new
workflows.
D.   Autonomous Cyber Defense Control
This component is responsible for autonomously executing
workflows through an automated OODA loop implemented by
an Execution Engine that can concurrently run hundreds of
workflows. The engine is built on top of a scripting language
(e.g., Python) that supports parallelization and proper
exception handling. To remain flexible in uncertain and
dynamic environments, the execution engine allows experts to
fine tune workflow execution, for example by adding control
structures that BART was unable not learn automatically.
Finally, the engine captures workflow execution through
detailed logs, enabling debugging and attribution of workflow
steps to specific trigger inputs.
V.   RELATED WORK
The concept underlying BART relate to a number of prior
and ongoing research efforts in machine learning, workflow
modeling, and cyber security decision making.
Learning of workflows from observable behavior has been
an active topic in machine learning. Workflow mining [12][13]
describes the concept of assembling workflows from log
information about its execution. Other learning algorithms
ranging from grammar induction [14] to bayesian model
merging [15] are also employed in learning action patterns.
The Plan Order Induction by Reasoning from One Trial
(POIROT) [16][17] research project and associated Learnable
Task Modeling Language (LTML) [18] provide a framework

for learning workflows from single observations of traces.
Specifically, two complementary one-shot workflow learning
algorithms emerged from this effort: WIT [19] and ReCycle
[20]. While these efforts focus on creating a generic workflow
learning capability with minimum number of examples, BART
aims to build a specific workflow learning capability that is
custom tailored to the execution of cyber defense workflows.
There are a number of modeling framework used to
represent automatable workflows, including Unified Modeling
Language (UML) activity diagrams [21], Business Process
Model Notation (BPMN) [22], Business Process Execution
Language (BPEL) [23], Task Analysis Environment Modeling
Simulation (TAEMS) [24][25], and Little-JIL [26]. BART will
reuse such languages where applicable.
Previous work in automating cyber defense includes use of
cognitive reasoning to select defensive actions [27] and the use
of strategies and tactics to implement an adaptive defense [28].
This work provides background for automating cyber defense
decision procedures. In addition, work on analyzing specific
cyber defense workflows [29] [30] provides context for
learning workflows in the specific domain of cyber defensive
operations.
VI.   CONCLUSION AND FUTURE WORK
This paper describes the needs, challenges, and concepts
associated with automating defensive cyber operations and
outlines an emerging technical approach for automating
repetitive tasks and allowing humans to focus on finding
targeted attacks. The main contributions of this paper are a
discussion of the critical needs and technical challeges together
with a description of the concept of operations and high-level
design of a Behavior-extracting Autnomous Resiliency Toolkit
system aimed to address the needs. Going forward, we plan to
create prototype implementations of the BART system and
evaluate performance in the context of multiple operationallyrelevant use cases.
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