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ABSTRACT 
 It has become increasingly important to identify corrupted or 

malicious files before they are processed by vulnerable 

applications. In the past, it was sufficient to rely on a filename 

extension or on information in the file’s header, such as a magic 

number or text string, to reliably identify a file’s type.  Recent 

changes in attack patterns show that these approaches are no longer 

sufficient to avoid misidentifying harmful files. 

The authors of this paper have surveyed the existing research on 

file type identification and determined that a wide range of 

techniques have been investigated, but that no work has yet been 

done to organize them into a useful taxonomy.  This paper 

describes our preliminary research on the development of such a 

taxonomy with the goal of aiding the efforts of other researchers in 

creating solutions to this problem.  In this paper, we present an 

initial organization that incorporates over 30 different algorithms 

or approaches. 
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1. INTRODUCTION 
Applications rely on protocol or file format specifications to 

correctly access the header fields and data in files.  However, to 

process an input file, the application must first be able to determine 

the correct file type. In the past, it was sufficient to rely on a file’s 

extension or on information in the file’s header, such as a magic 

number or text string, to reliably identify a file’s type.  Recent 

changes in attack patterns show that these approaches are no longer 

sufficient to avoid misidentifying harmful files. Attackers are 

aware that it is possible to change a file extension to one that is 

associated with a “safe” file type or to craft a false header that 

displays the correct magic number or text string, but is not actually 

indicative of the file’s true type or contents [4]. 

The authors of this paper surveyed the existing research in file-type 

identification and found that it employs a number of different 

approaches to classify unknown files according to their file type. 

Some approaches to file-type identification have found modest 

results with simple techniques, such as byte frequency, without 

regard to file structure.  Other methods create a ‘fingerprint’ or 

signature for each file type and classify an unknown file by 

matching its signature to one of the known file types. 

However, while research into identifying file types has been 

underway for over a decade, there has yet to be a systematic 

organization of this body of work.  Therefore, this paper proposes 

the first such effort by presenting a taxonomy of file type 

identification techniques.  The work presented here is preliminary, 

but is intended to establish a first step towards creating a formal 

basis for further research in this field. 

2. MOTIVATION 
Taxonomies are important to science because they both organize 

existing work and provide a guide for future research. A taxonomy 

can be characterized in several ways. Landwehr et al. [20] defines 

a taxonomy as a way of distinguishing between specimens of 

recorded data and stated that “it implicitly embodies a theory of the 

universe from which those specimens are drawn”. A taxonomy can 

also be described as a classification schema that plays a primary 

role in classifying the major types or domains into subtypes or sub-

domains [7]. It should be noted that the goal of creating new 

taxonomies or developing existing taxonomies is not to make 

inferences regarding a particular subject; instead, it is to clearly 

describe, explain, and organize the subject, regardless of the 

subject’s area.  

3. THE PROPOSED TAXONOMY 
The first draft of the taxonomy is shown in Figure 1 where we 

classify 27 different research papers by the technique(s) used to 

identify a file’s type.  Some papers incorporate hybrid techniques 

or use two or more complementary approaches to deal with 

different file types.  Thus, the organization of this taxonomy is 

based on the algorithms or techniques employed to solve the file 

identification problem.  As shown in Figure 1, we use a table 

format that allows us to show each of the techniques used in a 

given research paper, while also showing whether the same 

technique is used by multiple researchers.  Each of the papers 

shown in Figure 1 is listed in Section 6 of this paper and can be 

identified by the first author’s name and the year of publication.  

The current broad categories include four major divisions, 

statistical learning techniques, analysis of frequency distributions 

and other statistical analysis techniques, along with a category of 

techniques that focus on detecting and identifying file fragments.   

From the papers surveyed so far, we found that a number of 

researchers have employed statistical learning techniques with 

several different supervised learning approaches used for 

classifying file types [1, 2, 5, 6, 9, 13, 15, 25, 29] and two common 

unsupervised learning algorithms that are used for data reduction  

[1, 3, 5, 6, 8, 10].   

The earliest work on file type identification [21, 22] focused on 

byte frequency analysis and later research has used byte 

frequencies as the basis for more complex analysis techniques, 

such as compressibility and entropy [9, 13, 16, 25]. 
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Several papers performed a range of statistical analysis techniques 

on file data in an attempt to classify file types by the characteristics 

of that data [9, 12, 23]. 

We have separated those techniques that focus specifically on file 

carving (identifying and extracting file fragments) into a distinct 

category [10, 11, 14, 24, 26, 28, 29, 30].  In some cases, this 

research utilizes techniques from other categories, but a number of 

the papers in this category do not clearly describe how they 

perform fragment identification. 

One of the difficulties in developing a taxonomy of file type 

identification techniques is the lack of detail in some papers.  

Another potential problem arises from differences in the 

terminology some researchers use to describe the technique they 

employed.  We are aware that this may have caused us to 

categorize the same technique in two different subgroups, but 

intend to review all of the categories with the goal of correcting 

duplications such as these in the future. 

4. FUTURE WORK 
The research papers listed below represent a number of different 

approaches to the problem of file-type identification.  The 

proposed taxonomy classifies that research according to the 

algorithms or techniques used for identifying a file’s type.  Some 

of the techniques are applicable to the problem of identifying and 

extracting file fragments (file carving) while others work best on 

whole, undeleted files. 

Future work includes broadening our search for research on file 

type identification, including scholarly papers, technical reports 

and theses, and incorporating those sources into the current 

taxonomy.  As new techniques are added, a revision of the 

organization may be necessary to add new categories or to merge 

categories that share common features.   
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Figure 1: A Taxonomy of File-type Identification and File Carving Techniques 
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Domains SubDomains Techniques 1 2 3 5 6 8 9 10 11 12 13 14 15 16 17 18 19 21 22 23 24 25 26 27 28 29 30

Support Vector 

Machine (SVM) X X X X X X

k-Nearest Neighbor 

(kNN) X X

Neural Network 

(NN) X X X X X

Principle 

Component 

Analysis (PCA) X X

Linear Discriminant 

Analysis (LDA) X X X X

Byte Frequency 

Distribution (BFD) X X

Byte Frequency 

Cross-Correlation 

Analysis (BFA) X

N-gram X X

Oscar X X X

Entropy X X X

Compressibility X X X

Cosine Similarity X X

Single-Centroid X

Multi-Centroid X

Exemplar Files X

NIST Statistical Test X

Average X X X

Kurtosis X X X

Standard Deviation X X X

Distribution of 

Averages X

Distribution of 

Standard Deviations X

Header/Footer X X X

Header/embedded 

Length Carving X X

File Structure Based 

Carving X X

Bifragment Gap 

Carving (Object 

Validation) X

Header/Maximum 

File Size X X

Longest Common 

Subsequences (LCS) X

File Block 

Classification X

Two-Class and 

Multi-Class X

Bags of Words X

Scalpel 

(Header/Footer X X

JPEG Carving 

(Image Processing) X

Bin-Carving X

Detection of File 

Fragments 

(File Carving)

Statistical 

Learning

Supervised 

Learning

Unsupervised 

Learning

Frequency 

Distribution

Statistical 

Analysis


