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IMS that could integrate information from a wide and
diverse variety of sources, as well as aggregate this
information and disseminate it in the proper format and
granularity to the appropriate consumers. The mantra for
JBI became: " ... provide the warfighter access to the right
information in the right format and at the right time."

ABSTRACT

In this paper we introduce XLayer, a cross-layer
communications substrate for tactical Information
Management Systems which enable nodes on a radio
network to seamlessly communicate with nodes on
different heterogeneous networks. While conventional
cross-layer strategies for tactical environments tend to
focus on the localized optimization between neighbor
layers of the communications stack, our approach focuses
on the interface between middleware and the underlying
communications infrastructure.

Subsequent to the publication of the SAB findings,
scientists and engineers at the Air Force Research
Laboratory's Information Directorate (AFRL/RI) began
researching technologies and techniques that could be
brought to bear in solving these challenges. The results of
this in-house research and development initiative have
been realized in a comprehensive IMS reference
implementation known as Apollo that addresses many of
the deficiencies identified by the SAB. Further, the
efficacy of Apollo has been demonstrated in operational
situations [3]. The JBI vision embodied in Apollo is the
subject of continuing research [4], specifically in the areas
of Quality of Service (QoS) provisioning and federation of
multiple IMS instances across information and security
domains.

The XLayer communications substrate leverages native
information and services available at the tactical
communications infrastructure to improve the functionally
and capabilities of overlay applications and middleware.
The XLayer also provides the necessary interfaces and
mechanisms to enable application-driven requirements to
parameterize and regulate the operation ofthe underlying
communications infrastructure.
After a brief description of the target environment and
system requirements we will introduce the proposed
design for the cross-layer communications substrate,
highlighting specialized controllers and adaptors for
communication interfaces and tactical radios. We will
then introduce new cross-layer strategies for discovery,
routing and transport targeted to Information
Management System (IMS)-support, followed by our NS-2
simulation results, analysis, and conclusions.

With the proliferation of Unmanned Aerial Systems
(UAS) and the emergence of Micro Unmanned Aerial
Vehicles (MUAVs) there is a growing interest and need to
manage the information produced by these sensor
platforms at the point of origin. The decreasing cost and
the increasing processing, memory, and storage capacity
of computing payloads that can be integrated onboard
these systems will enable tactical information
management capabilities that will revolutionize the ability
of warfighter to share information and real-time
situational awareness (SA).

INTRODUCTION AND BACKGROUND

However, the nature of the underlying wireless
communications infrastructure of these platforms, coupled
with their characteristic multi-hop and dynamic network
topologies, presents a new and complex set of research
challenges that must be addressed if we are to achieve the

The Air Force Scientific Advisory Board (SAB)
completed a Summer Study in 1999 [1, 2] where the
critical need for a comprehensive combat information
management system was identified. This Information
Management System (IMS) concept was titled the Joint
Battlespace Infosphere (JBI). The vision of JBI was an
lof7
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Traditionally, cross-layer strategies for tactical and
Mobile Ad hoc Networks have primarily focused on shortterm adaptation (and state reporting) between neighboring
protocol layers.

vision of information management in tactical battlefield
environments.
The tactical JBI ConOps calls for an Information
Management System (IMS) that enables data providers
and consumers to publish and subscribe to information
objects on demand.
Information objects are then
seamlessly
matched,
aggregated
and
properly
disseminated, regardless of the underlying complexities
and dynamic nature of the communications infrastructure.

In general, most implementations are based on variations
of QoS protocols inherited from the wired networks and
still utilize some of the notions of signaling and
coordination for resource reservation. The basic goal of
most traditional cross-layer strategies is to monitor and
detect short term changes in channel conditions (or
competing traffic) to notify upper layers about new QoS
conditions. In most cases applications are generally
expected to adjust data rates accordingly when notified by
a neighboring layer that current service expectations are
not longer available.

New methods and approaches are necessary to facilitate
the adoption of current tactical middleware and tools for
Information Management (1M). To be effective, the
solution must be cross-layer in nature, considering both
the requirements and capabilities of the Information
Management Systems and the underlying communications
infrastructure.

As illustrated by Goldsmith [5], the actual adaptation and
reporting between layers is generally done after local layer
adaptations are no longer possible (or cost effective). The
different time-scales at each layer usually imply that local
adaptation within each layer generally occurs first (and
more frequently) than adaptation between layers.

In this paper we introduce XLayer, a cross-layer
communications substrate designed to provide a two-way
interface between applications or tactical middleware and
the underlying communications infrastructure.
In support to the application, the XLayer substrate
monitors, abstracts and represents the characteristics and
capabilities
of the
underlying
communications
infrastructure so applications can better adapt and allocate
resources for a given task.
For the communications infrastructure, applications may
provide information about resource requirements (both
computation and communications) or utilization patterns.
This information can be used by the underlying
communications infrastructure to better allocate resources
and capabilities in response to changes in demand or
proactively, based on explicit application requirement
patterns.
The cross-layer nature of our proposed strategy refers to
the interaction between middleware and the different
levels of the communications substrate, and not solely to
the conventional view of direct information sharing and
interactions between neighboring layers in the
communications stack.

RELATED WORK
Basic communications and computation tasks such as
platform discovery, resource allocation, and efficient
routing and transport are often more challenging in
dynamic tactical environments. Furthermore, tactical
networks are required to seamlessly and efficiently
interface and inter-operate with fixed (or 'wired') support
networks.
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Protocols like dRSVP [6], for instance, provide per-flow
end-to-end bandwidth guarantees for a range of
requirements (as opposed to a specific requirement like in
RSVP). In dRSVP 'routers' exchange bandwidth
reservation details through a signaling protocol and the
flow is either denied access or dropped if channel
availability becomes insufficient. Once bandwidth
resources are allocated, the application is responsible for
enforcing the data rate and for periodically refreshing its
allocation state.
Signaling for short-term resource reservation is also used
by the SWAN Protocol [7]. SWAN, like dRSVP is fully
decentralized, however it is best effort only and makes no
assumptions about underlying QoS capabilities from the
MAC layer. The signaling in SWAN is intended for flow
admission and the cross-layer nature of the protocol lies in
the fact that MAC level packet delay information is shared
and used for estimating medium access contention. After a
flow is admitted in SWAN, theprotocol uses the packet's
explicit congestion notification flag (ECN) to notify that
requested services are no longer supported for that flow.
TIMELY [8] is another cross-layer architecture that
provides link layer scheduling, resource reservation and
adaptation, as well as priority-aware transport protocol
that self-regulates flow based on feedback from the lower
layers. TIMELY was initially proposed for cell-based
wireless networks, and helped create the basis for
subsequent ad-hoc specific architectures and protocols
with similar capabilities like Spine [9] and CEDAR [10].

CROSS-LAYER STRATEGIES FOR TACTICAL
INFORMATION MANAGEMENT SYSTEMS
Tactical networks apply in many domains, such as air-air,
air-ground, ground-ground, air-space and ground-space,
each of which has different requirements and
characteristics. For example, dismounted networks and
tactical air have many heterogeneous nodes, at low
bandwidths. These networks have limited beyond line of
sight capabilities.
Today's primary Tactical Internet for military applications
utilizes the EPLRS (Enhanced Position Location
Reporting Systems) network with a max bandwidth of 1
Mbps while the lower part of the network is limited to 1.2
- 4.8 kbps using SINCGARS (Single Channel Ground and
Airborne Radio System)

underlying communications infrastructure it has to be
created at the level of the applications or middleware
(often with redundancy and efficiency costs). The XLayer
communications substrate aims at providing such
capabilities.
As illustrated in Figure 1, the goal is to create a
communications
substrate
that
abstracts
all
communication interfaces and networks through a
common API and control mechanisms. The XLayer
substrate intercepts calls from applications to any interface
and properly handles the discovery, routing and data
dissemination across the heterogeneous environment.

The next echelon network provides higher-bandwidth
communications support between airfields, forward
operating bases, and headquarters. It is generally
comprised of fewer nodes, is often static, and resides on
more capable platforms.
A tactical IMS must be able to seamlessly operate across
these different types of networks and, where appropriate,
leverage the capabilities and services available by each
environment to better support the system-wide
information management tasks.
The XLayer communications substrate proposes to
address these requirements through four core capabilities
considered critical for the support of tactical Information
Management Systems:
•

Seamless IP-like addressing and communications
across multiple heterogeneous networks, protocols
and data links. This capability enables disparate
systems and networks to locate and interface with
one another without the need of pre-defined fixed
gateways.

•

Efficient and predictable detection, addressing and
localization of platforms and services on complex
and dynamic environments.

•

Monitoring of network, link capacity and
reliability, enabling advanced QoS support and
the online adaptation of applications.

•

Figure 1. The Cross-Layer Communications Substrate

By abstracting the capabilities and constraints of the
underlying communications infrastructure through a single
common API, the XLayer substrate allows applications
and tactical middleware to address the underlying
communications infrastructure in a common way,
regardless of their tactical nature or not, completely
abstracting the existence of gateways, shared links, etc.
THE XLAYER ARCHITECTURE
One of the main requirements for the proposed
communications substrate is the capability to support
heterogeneous communications interfaces and networks
with different characteristics and capabilities.

Data routing and dissemination mechanisms that
are tolerant to node failures, network disruptions,
and link delays.

These core capabilities are, in our view, necessary for the
development and implementation of tactical information
management systems. If not provided or supported by the

The XLayer substrate is a service that exists in multiple
(or all) nodes in the network. The XLayer service
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interface as an IP interface, with a routable IP address
(dynamically created by the Network Manager).

abstracts, monitors and controls all communications
interfaces at each node to provide a common view of the
communications infrastructure. As illustrated in Figure 2,
the architecture is designed to be modular and extensible,
with three types of loadable components (Network
Adaptors, Controllers, and Application proxies .and
providers) linked together through a set of core servIces
and data structures.

Customized adaptors are also responsible for providing
the link monitoring capabilities for specialized radios. The
way in which such information is obtained and monitored
is likely to be radio specific, and may rely on SNMP, OSlevel monitoring, or active beaconing. Common link
statistics such as capacity, utilization and average packet
loss is reported to one of the core services in the system
(the Node Monitor Service).
Not all tactical radios necessarily require a customized
adaptor. The Fire Series radio, for instance, if configured
in one of its IP modes, does not require a specialized
adaptor for integration - one such mode incorporates
TCP/IP layered over MIL-STD-188-184.

~
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Using adaptors for different types of tactical (IP and nonIP) radios, the XLayer architecture is essentially
analogous to a centralized bus with a well-known
interface. The XLayer may effectively be used to enhance
the connectivity between EPLRS and other networks like
DAMA SATCOM, since most components are
narrowband radios with low throughput capabilities.

Figure 2. The XLayer Architecture

Because each interface is abstracted from applications, the
cross-layer is also capable able to better manage the
packet sizes sent across each link. The Fire Series radios
for instance, have long channel access delays preventing
multiple radios from transmitting often on the same
channel. A similar constraint is also true for the EPLRS
family of radios, which has a set number of transmit
opportunities with fixed message lengths. Transmitting
very small messages in such kinds of radios will consume
the same bandwidth as larger messages and will underutilize the channel.

NETWORK MANAGER
The Network Manager is one of the core containers that
detects, monitors, and controls all network interfaces in
the host. In addition to standard network interface APIs,
the Network Manger provides the APIs for creating virtual
network interfaces to maintain static tunnels across remote
networks (when necessary), and also supports customized
adaptors for specialized radios to be loaded as needed, as
illustrated in Figure 3.
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Specialized Adaptor
for Radio X

Figure 3. Customized Adaptors for Specialized Tactical
Radios

Customized adaptors can be used, for instance, to connect
a serial radio to a host such as the Serial Microhard radio.
In this case, a serial link adaptor is used to represent that

Figure 4. Example of an aggregate data packet.
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The XLayer Propagation Service (one of the substrate's
core services) handles that problem by building different
data packets for each interface, and properly aggregating
multiple messages into a single packet.
The data structure illustrated in Figure 4 allows for
multiple messages to be combined into a single packet. It
supports a simple mechanism for compression (omitting
redundant fields) and can be forwarded transparently
(although not necessarily parsed) by nodes in the network
that are not running the XLayer service.

(instantaneous) value, their average, variance and trend.
The cross-layer updates and maintains these statistics as
new metric values are added to the system.
Similarly to Adaptors (used by the Network Manager to
support legacy radios and interfaces), specialized XLayer
Providers can also be created for custom and legacy
hardware. There is a simple Adpator API provided by the
XLayer to facilitate the process.
CONTROLLERS
Another important set of components In the XLayer
service is the XLayer Controller set. Controllers are
simple feedback control algorithms that are independently
loaded and executed as part of the cross-layer substrate.

APPLICATION PROXIES AND PROVIDERS
Proxies and providers (right hand side of Figure 2) are
also used to allow generic applications and components to
interface with the cross-layer service. A GPS provider,
for instance, may connect to the cross-layer service to
provide position information, which will then be available
to other core services and controllers in the cross-layer.

Controllers have direct access to all monitoring and
control capabilities enabled by the XLayer core services,
as well as state information maintained by the Node
Monitoring Service and direct access network and proxy
adaptors.

Providers are generally used to provide information oneway, normally from some external component or process
(i.e. GPS, Robotic Platform, Battery Level Monitors, etc.)
to the cross-layer service.
The cross-layer service provides a pub-sub system for
information and state distribution. Providers and
application proxies update state specific system metrics
(such as platform position) with instantaneous updates
from external sensors.
Metrics are stored in short (circular) time-series by the
Node Monitoring Service. Each variable is identified by a
2-byte ID, which is used both for update and lookup.
Multiple providers may report the similar metrics from
different sensors (as illustrated in Figure 5).

The concept of a controller allows a higher-level
application to 'push down' to the cross-layer fast-response
control algorithms that can be parameterized to quickly
react to changes in the system. For instance, a topology
control algorithm based on local node density may be
loaded by some higher-level application to maintain an
average local density through power control.
A controller for such topology management algorithm can
be parameterized to maintain a specific density and,
quickly respond to local changes in the network topology.
In general controllers are designed to provide an efficient
mechanism for applications to monitor and regulate lower
level events at the communications infrastructure that may
work at very different time scales.
Another example of a controller is the cross-domain
routing for heterogeneous networks. The bridge across
disparate networks running different protocols or
waveforms is often provided by pre-defined gateways
capable of handling both sets of protocols. While an
effective approach for planned network deployments, the
notion of pre-defined connection points for inter-network
connectivity is not necessarily appropriate for tactical
environments.
The challenges involved in such task for tactical domains
include not only the identification and configuration of
nodes that will become gateways between different
networks, but also the propagation or the appropriate
routing information, the traffic load balance across
multiple gateways and also the release and re-allocation of

Figure 5. XLayer Providers for Platform Location

Policies regulating the Node Monitoring Service will
determine how such metrics will be handled (i.e. will be
averaged, or one takes precedence over the other).
Applications may query different metrics by their last
5 of?

Furthermore, the overhead in terms of additional route
advertisements is bounded, since it is a function of the
(pre-defined) maximum number of dynamic proxies, and
independent of the size 0 the networks. For example, in
the 40-node example illustrated in Figure 6 there are up to
three proxy nodes at any given time, and the average
overhead in routing advertisements is 8.6 (±1.5)% with
95% confidence.

gateway roles between nodes as the network moves and
the topology changes.

Figure 6. A Dynamic Gateway Controller

Figure 6 illustrates a simple scenario where two distinct
networks moving by each other will temporarily come
within communications range from one another. In this
example, a node located in network A (the client), at the
bottom of the image is currently looking up a service that
happens to reside in network B (the server). When located,
the client will send a series of data packets to the server
representing, for instance, the upload of a file.

Figure 7. Dynamic Gateway Allocation and Maintenance in
Time

Load balancing can be achieved by creating specific
weights for the virtual one-hop neighbors created by the
temporary gateways. If weights are assigned correctly, i.e.
proportionally to the actual weight of each node in the
topology, the route calculation will take that weight into
account when choosing the gateway for a specific traffic.

In this example, both networks are operating at the
compatible frequency, using compatible physical and
MAC level protocols. While packets can be passed from
one network to another (while within communications
range) each network is running a different routing
protocol.

This qualitative example illustrates some of the benefits of
cross-layer strategies in support to Information
Management Systems. Controllers can be used to enable
very complex, higher level tasks through simple feedback
control strategies. The example shown in this paper,
although simple, illustrates the potential of the proposed
communications substrate.

The goal of the cross-layer controller in this example is to
identify (on demand) the different protocols required to
enable communication across both networks and
dynamically allocate gateway nodes that will translate
routes to enable the connectively between the client and
server.

CONCLUSIONS AND FUTURE WORK
In this paper we have introduced the XLayer as an
effective communications substrate architecture and
control algorithms for several tactical tasks. We have also
described one qualitative example of how such capability
can be used, for instance, in the context of dynamic
bridging across heterogeneous networks. The same
approach illustrated in this example for routing protocols
can be easily extended to other approaches such as
adaptive discovery, topology management and others.

The controller in this example leverages topology
information reported by the cross-layer topology service
to elect, through a fully distributed algorithm, temporary
gateway nodes. Temporary gateway nodes run both
routing protocols, and report all nodes of one side of the
network as immediate neighbors to itself, in relation to the
other side of the gateway. Effectively, that creates a
gateway for the entire network.
Routes associated with the newly identified gateway will
then propagate to enable the data flow between the client
and server. The algorithm is simple but very effective, as
soon as the networks come within communications range
from one another, a number of gateways are quickly
enabled and data starts flowing across the networks.

Using the notion of interface adapters, tactical (IP and
non-IP) based radios can often be easily supported by the
cross-layer substrate without modification of the host
radios. This is a significant advantage, as it does not
require the retrofit of conventional radios deployed and in
60f7

use. The current implementation (release 1.0-beta) of the
XLayer substrate includes specialized adapters for
standard 802.11 wireless radios (Linksys WRTSL54GS
and Asus wireless routers), for dual-interface custom built
soekris card-based wireless nodes (using 802.11x and
900MHz ubiquity cards), and also for the Spectra 910A
serial microhard 900MHz radios.

in data flows across many different simultaneous
communication links.
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