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1 Introduction

This guide will present a quick tutorial on installing the CERN Community ENTerprise Operating System
7 (CC7), which is the standard operating system (OS) for use with CMS software (SW). First, I will briefly
discuss the CC7 OS. Then, I will provide an overview of preparing the installation media on a USB drive
(using MacOS), and then I will provide the installation procedure of CC7.

2 CERN CentOS 7

The Cent0S operating system is (almost) a facsimile of the Red Hat Enterprise Linux (RHEL). The pri-
mary difference is that RHEL is available for purchase!, while CentOS is free (both have open source code
and are binary compatible). CentOS was originally forked from the RHEL project in 2004, and has gone
through eight major releases since then. Although the latest major release is currently v. 8, migration of all
software to be v. 8 compatible is not yet complete at the time of this writing.

CERN Cent0S 7 is a slightly enhanced Cent0S 7 distribution that is better suited to the needs of the CERN
computing environment. The major differences between CC7 and Cent0S 7 is that CC7 provides only a pro-
duction version (and no testing version; updates are staged, tested, and then released once a week), and
includes yum-autoupdate system. Some additional differences are related to the preinstalled packages: the
default path for the yum repository files are the repositories hosted at CERN, there is RPM signing key sup-
port for CERN Linux, the Network Security Services (nss) libraries and epel-release, centos-release-sc,
centos-release-scl-rh libraries are included, setup utilities for the various network file systems hosted
on the CERN network are included, and the CERN CA and GRID CA certificates are included in the
installation.

3 Preparing the Installation Media

First, download the ISO image? from Linux CERN. To prepare the installation media, we will need a USB
drive that is large enough to fit the full ISO image of the OS. The installation procedure will be listed for
MacOS below?®.

Insert the USB drive and open a terminal. To list all available drives, execute the diskutil list com-
mand (output shown in Fig. 1 below).

1The price of the RHEL OS covers enterprise support and other services available from the company.

2This file format (really ISO 9660) comes from the International Standard of Organization (ISO). See [2].

3The installation will be very similar for any *nix machine; only the GUI applications and two of the command line tools
are different in the case of formatting a USB drive on a Linux-based machine.


https://www.centos.org/about/
https://www.redhat.com/en
https://linux.web.cern.ch/centos7/docs/
http://linuxsoft.cern.ch/cern/centos/7/os/x86_64/images/boot.iso
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[Stephens-MacBook-Pro-3: ~]$ diskutil list
/dev/disk® (internal, physical):

#:

0:
1:
2:

TYPE

GUID_partition_scheme

EFI
Apple_APFS

/dev/diskl (synthesized):

#:

TYPE

Q: APFS Container Scheme

APFS Volume

NAME
EFI
Container diskl
NAME

Physical Store disk@s2
Macintosh HD

SIZE

*500.3 GB
209.7 MB
500.1 GB

SIZE
+500.1 GB

404.9 GB

IDENTIFIER
diske
disk@s1
disk@s2

IDENTIFIER
diskl

disklsl

APFS Volume Preboot
APFS Volume Recovery
APFS Volume WM

39.3 MB
517.8 MB
12.9 GB

diskls2
diskls3
diskls4

/dev/disk2 (external, physical):
#: TYPE
0: FDisk_partition_scheme
1: @OxEF

SIZE
*31.0 GB
8.9 MB

IDENTIFIER
disk2
disk2s2

Figure 1: Executing the diskutil command, which lists all available drives connected to the machine.

From the output, we see the two main disks of the machine /dev/disk0 for the Apple File System (APFS)
and /dev/disk1 for the different, non-storage partitions. The USB drive is mounted at /dev/disk2 and we
can see has about 31 GB of free space to write an image. From here, one can either use the Disk Utility
graphical user interface (GUI) application, or perform the formatting directly from the command line. Both
options are listed in the following subsections.

3.1 Formatting Using the Disk Utility Application
Open the Disk Utility application and select the external USB flash drive (Fig. 2).

[ ] Disk Utility
0> 59 z || o ®
View Volume First Aid Partition Erase  Restore  Mount Info
Internal
v [Z] APPLE SSD SMOS5T... m— .
. PNY USB 3.0 FD Media -
v i i 2 q -
JiContaineridiski USB External Physical Disk « Master Boot Record
=] Macintosh HD
External
Us
disk2s2
8.9 MB
Location: External Capacity: 31GB
Connection: USB | Child count: 1
Partition Map: Master Boot Record Type: Disk
S.M.A.R.T. status: Not Supported Device: disk2

Figure 2: The Disk Utility application with the USB drive selected. The option panel highlighted by the
red box contains all of the various utilities for formatting, repairing, and erasing a drive.
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In the top option panel (highlighted by the red box in Fig. 2), select Erase. From the dropdown menu
(Fig. 3), rename the installation media to your choice, then select the MS-DOS (FAT) file system format
(which is compatible with all OSs), and the GUID Partition Map®* for the scheme (to make the partition

bootable).
Disk Utility

View Volume First Aid Partition Erase Restore Mount Info

Internal
= v ‘=== ° Erase "PNY USB 3.0 FD Media"?
v Q APPLE SSD SMO051... \
Erasing “PNY USB 3.0 FD Media"” will delete all data stored 31GB
on it, and cannot be undone. Provide a name, choose a

v [ Container disk1
- artition map and format, and click Erase to proceed.
[Z) Macintosh HD P i P

‘Jl

Name: | CcC7

External
@ ¢
¢

. o ~
Scheme: = GUID Partition Map

Security Options... Cancel Erase
Location: External | Capacity: 31GB
Connection: USB | Child count: 1
Partition Map: Master Boot Record Type: Disk
S.M.AR.T. status: Not Supported Device: disk2

Figure 3: The formatting options for erasing the USB drive. The most important options are the format
of the drive (which should be MS-DOS for compatibility between all machines, and the partitioning scheme

(which must be the GUID partition table option).

After formatting the drive, you will see the prompt in Fig. 4.
[} Disk Utility

View Volume First Aid Partition Erase Restore Mount Info

Internal
= o ing “| ia” ing “ "
v [Z] APPLE SSD SMO5T... =\ Erasing “PNY USB 3.0 FD Media” and creating “CC7'
h Erase process is complete, click Done to continue. 31GB

v [ Container disk1

[Z] Macintosh HD
— » Show Details ﬁ

External
———,—,, ...

8 cc7 =
s ® cc7
30.79 GB
Location: External Capacity: 31GB
Connection: USB | Child count: 2
Partition Map: GUID Partition Map | Type: Disk
S.M.A.R.T. status: Not Supported Device: disk2

Figure 4: The formatting options for erasing the USB drive.

4The Globally Unique IDentifiers (GUID) Partition Table (GPT) is a modern partitioning scheme that can be universally
booted across OSs, with either type of software/firmware interface available on the motherboard. I.e., it works both with the
modern Unified Extensible Firmware Interface (UEFI) or the more traditional Basic Input-Output System (BIOS).
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3.2 Formatting Using the Command Line

List all disks using the diskutil command as shown in Fig. 1. After verifying the correct disk (/dev/disk2
in this example), we’ll run one of diskutil’s utilities, partitionDisk. The usage is listed below:

1 |$ diskutil partitionDisk </path/to/disk> <partition scheme> <file system> <partition name>\
2 <size of partition>

To format the USB drive such that it is bootable and that it is compatible with all machines, we run the
command as shown in Fig. 5. For this command, we've selected the GUID Partition Table (GPT) option
for the partition scheme, MS-DOS for the file system (for compatibility), named the partition “CC7”, and
listed the partition size as 0 bytes, which tells diskutil to use all of the available space on the drive.

[Stephens-MacBook-Pro-3: ~]$ diskutil partitionDisk /dev/disk2 GPT MS-DOS CC7 @b
Started partitioning on disk2
Unmounting disk
Creating the partition map
Waiting for partitions to activate
Formatting disk2s2 as MS-DOS (FAT) with name CC7
512 bytes per physical sector
/dev/rdisk2s2: 60112160 sectors in 1878505 FAT32 clusters (16384 bytes/cluster)
bps=512 spc=32 res=32 nft=2 mid=0xf8 spt=32 hds=255 hid=411648 drv=0x80 bsec=60141568 bspf=14676 rdcl=2 infs=1 bkbs=6
Mounting disk
Finished partitioning on disk2
/dev/disk2 (external, physical):
#: TYPE NAME IDENTIFIER
Q: GUID_partition_scheme . disk2
1: EFI EFI disk2s1
2: Microsoft Basic Data CC7 disk2s2

Figure 5: Formatting the USB drive using the diskutil partitionDisk command line utility.

Now that the drive is formatted, we can write the disk image.

3.3 Writing the Disk Image to the USB Drive

To write the disk image to the USB drive, we use the dd command to write the input file (boot.iso) to the
output file (USB drive). Before we write the image, we need to unmount the USB disk drive. In Fig. 1, we
see that the mount point for the USB drive was /dev/disk2. The full command and successful output is
displayed below in Fig. 6.

[Stephens-MacBook-Pro-3: CC7]$ diskutil unmountDisk /dev/disk2
Unmount of all volumes on disk2 was successful

Figure 6: Unmounting the USB disk drive.

Now that the drive is unmounted, we write the disk image. Execute the command

1 ’$ sudo dd if=’path/to/image/boot.iso’ of=’path/to/disk/’ bs=<input/output block size>

The command for this example and its successful output is displayed below in Fig. 7.

[Stephens-MacBook-Pro-3: CC7]$ sudo dd if=boot.iso of=/dev/disk2 bs=1m
634+0 records in

634+0 records out
664797184 bytes transferred in 261.334141 secs (2543859 bytes/sec)

Figure 7: Using the dd command to write the CC7 disk image. Note that during thie execution of this
command, there will be no output to the terminal window. The command can take tens of minutes.
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Here, we assign the path to the .iso file to the input file (if) argument, and assign the output file (of) to
the path where the USB drive is mounted. The bs argument stands for block size; here, we set the block
transfer size when writing the image as one megabyte. The tradeoff with the block size parameter is that the
copying will be more accurate when the block size is smaller, but the copying operation will take increasingly
longer times with decreasing block size.

4 Installing CC7

To install CC7, insert the formatted USB drive into a machine with at least one hard drive (this drive can be
formatted or unformatted; during installation, you have the option of formatting and partitioning the drive
automatically or in a custom configuration). Power on the machine: at the loading screen, press the key
that takes you to the boot menu (for many machines this is F12, Esc, etc.; consult your computer’s manual
to find the correct key). Select the formatted USB drive from the menu (the main partition). This will take
you to the screen shown in Fig. 8. From here, select Test this media & install Cent0S7.

Cent0S 7

Install CentOS 7
Test this media & install CentOS 7

Troubleshooting

Automatic boot in 55 seconds...

Figure 8: Installation option screen after booting the machine off of the formatted USB drive. Image from
[4].

From here, select the language and select Continue. You will then see the Installation Summary screen
(Fig. 9 below.)
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INSTALLATION SUMMARY CERN CENTOS 7 INSTALLATION
(%) PRE-RELEASE / TESTING
E us
CentOS
LOCALIZATION
DATE & TIME KEYBOARD
Europe/Zurich timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
http://linuxsoft....s/7/0s/x86_64 Software Devel...mended Set|
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Wired (eno167...736) conned
Quit Begin Installation

Figure 9: Installation summary screen. Image adapted from [5].

Because the downloadable CC7 ISO image allows only for network installation, one needs to first configure
the Network Host and Name (purple box in Fig. 9). After selecting this option, select the appropriate
ethernet connection (shown in Fig. 10 below). If you are unable to establish network access, this could be a
driver or hardware issue.

NETWORK & HOST NAME

Dene

Ethernet (enp0s3) l f—
2"~ Intel Corporation 82540EM Gigabit Ethermet Controller (PRO/1000 MT Deskiop| 2 Ethernet (enpOs3) n:]

# — Connected

Hardware Address 08:00:27:1E:6F:0A
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2
DNS

= e Configure...

Host name: | localhost.localdomain Apply Current host name:  localhost

Figure 10: Network and Host name configuration. Image from [5].

Once the network has been configured and you can connect to the internet, click on the Installation Source
option (the red box in Fig. 9). You will then see the screen in Fig. 11 below.
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INSTALLATION SOURCE

Dene

Which installation source would you like to use?

*) Auto-detected installation media

Device: 510 P
Label CentOS_7_x86_64 v
©On the network
http: - Proxy setup
This URL refers to a mirror list
Additional repositaries
Name
httpl!
This URL refers to a mirror list
Proxy URL
User name
+ - | © Password

Figure 11: Installation source screen. Image from [7].

Click the radio button label “On the network,” and enter the following URL:

‘ http://linuxsoft.cern.ch/cern/centos/7/0s/x86_64/

After entering the URL, return to the installation summary screen and click on the installation destination.
Here, you will configure the partitioning scheme on the disk(s) and on which disk the OS will be installed
(see Fig. 12 below). To have the installer automatically configure the /boot, /home, and /swap partitions,
select the “Automatically configure partitioning” option, unless you have special partitioning requirements.

INSTALLATION DESTINATION CENTOS 7 INSTALLATION

Done EA de (nodead..

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
'Begin Installation" button.
Local Standard Disks

VMware Virtual disk
sda / 30GIiB free

Disks left unselected here will not be touched.
Specialized & Network Disks

=
Add a disk...

Disks left unselected here will not be touched.

Other Storage Options

Partitionin:
I-- Automatically configure partitioning I () I will configure partitioning

[ J1would like to make additional space available

Full disk summary and boot loader... 1 disk selected; 30 GiB capacity; 30 GiB free Refresh.

Figure 12: Installation destination. Image adapted from [8].
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After selecting the appropriate disk, you will be prompted with the available space on the disk and the
partitioning scheme (Fig. 13). In the general case of installing on a previously used disk, select ”Reclaim
space,” which will, when the installation starts, erase all data and repartition the selected disk.

INSTALLATION OPTIONS

Your current CERN CentOS software selection requires 7.06 GB of available space, including
7.06 GB for software and O B for swap space. The disks you've selected have the following
amounts of free space:

969.23 kB Free space available for use.

375 MB Free space unavailable but reclaimable from existing partitions.

You don't have enough space available to install CERN CentOS. You can shrink or remove
existing partitions via our guided reclaim space tool, or you can adjust your partitions on your
own in the custom partitioning interface.

Cancel & add more disks Reclaim space &_

Figure 13: Installation options for reclaiming space on the selected disk. Image from [8].

Now, we need to configure the base environment for the CentOS 7 installation, and any additional packages
you want to install (the purple box in Fig. 9). Selecting this option will bring you to the software selection
screen (Fig. 14). For a standard desktop, be sure to choose either the GNOME Desktop or KDE Plasma
Workspaces. Note that in most installations, GNOME is preferred since, while it is not as customizable as
KDE, it is the most stable desktop. In the “Add-Ons for Selected Environment,” be sure to choose, at the
minimum, the options for GNOME Applications, Compatibility Libraries, Development Tools, and Office
Suite and Productivity.

SOFTWARE SELECTION

Tecmint

Base Environment Add-Ons for Selected Environment
Minimal Install () Backup Client
Basic functionality. Client tools for connecting to a backup server and doing backups.
Compute Node (¥ GNOME Applications
Installation for performing computation and processing A set of commonly used GNOME Applications.
Infrastructure Server [V Intemet Applications
Server for operating network infrastructure services Email. chat, and video conferencing software.
File and Print Server (L) Legacy X Window System Compatibility
File, print, and storage server for enterprises Compatibility programs for migration from or working with Legacy X
Basic Web Server Window System enviranments.
Server for serving static and dynamic internet content. |1 Office Suite and Productivity
Virtualization Host A fullpurpose office suite, and other productivity tools.
Minimal virtualization host. | Smart Card Support
Server with GUI Support for using smart card authentication.

Server for operating network infrastructure services, with a GUI
© GNOME Desktop
GNOME is a highly intuitive and user friendly desktop enviranment.

KDE Plasma Workspaces () Development Teols
The KDE Flasma Workspaces, a highly-configurable graphical user A basic development environm ent
interface which includes a panel, desktop, system icons and desktop

() security Tools
widgets, and many powerful KDE applications.

Security tools for integrity and trust verification
Development and Creative Workstation
Workstation for software, hardware, graphics, or content development

Figure 14: Software selection options. Image from [9].
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Finally, we are ready to begin the installation. Click on “Begin Installation” on the summary screen. From
here, you will set the root password and create a user while the OS and additional packages are being in-
stalled. After the installation is complete, select “Reboot.” During the first boot, you will need to accept
the license, and then complete the CERN customization options (Fig. 15).

» CERN CERN customization

customization

For CERM systems (or systems being installed on CERM site)
we provide a predefined setup (AFS/Kerberosftime servers etc)
customized to fulfill a specific set of requirements,

You should select this default if your machine is at CERN

) Yes, customize my systemn for CERN
~ Start AFS filesystemn client on boot
N Configure CWMFS filesystem for client
: Configure EOS filesystem for client
~ Disable GNOME initial user creation
*) Enable automatic system updates

| Enable automatic check for updates

) No, lwill do setup myself

Cloud Inf...

Figure 15: CERN’s CC7 software customization options. Image from [5].

Since this machine is not on CERN’s network, check the radio button “No, I will do setup myself.” Depending
on the nature of the software (DAQ, analysis, etc.) you will eventually install, select “Enable automatic
check for updates,” so that the OS is not updated without permission, and any potential compatibility issues
are avoided. In the event that you need some of the additional CERN customization options, see the section
titled “Manual post-install configuration adjustment,” in [5].

5 Conclusion

Your machine is now set up with CC7. Good luck with your future computing endeavors!
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